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• A lightweight library 

• No run-time checks 

• Illegal flows rejected at compile-time
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• A lightweight library 

• No run-time checks 

• Illegal flows rejected at compile-time
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MAC (Russo, 2015)

• Limitation: statically defined security  

compartments
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THIS WORK

• DEPSEC: a static information-flow control (IFC) library for Idris 

• Showcases how dependent types increase the expressiveness of 

state-of-the-art IFC libraries 

• Novel and powerful means for statically-enforced declassification 

using dependent types 
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(Brady, 2013)

• General-purpose, pure functional language  

• Features full dependent types 

• Heavily inspired by Haskell
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AUCTION REQUIREMENTS

• Bids should be confidential 

• Only winning bid should be disclosed 

• Alice will put as little effort as possible into 

this project
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DECLASSIFICATION
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• Can’t give full declassification powers to Bob  

• Only the winning bid should be declassified 

• How to address what is declassified?
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MORE EXAMPLES

• Time-based hatches 

• Authority-based hatches 

• Limiting hatch usage
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SECURITY GUARANTEES
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CONCLUSION

• DEPSEC: a static information-flow control library for Idris 

• Showcased how dependent types increase the expressiveness 

of state-of-the-art information-flow control libraries
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• Introduced predicate (and token) hatches for statically 

enforced declassification
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AUCTION IV
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• Bids are secret when the auction is ongoing 

• When the auction is done, all bids are public 

• How to address when bids are declassified?
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