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rec tpc_coordinate m skt ps dec =
let count = list length ps in
let msgs = ref (listumake ()) in
let ack = ref 0 in
list iter (An. sendto skt m n) ps;
listen skt (rec handler m from =
let msgs’ = !msgs in
msgs < list_cons m msgs’;
if (list_length !msgs) = count
then () else listen skt handler);
let res = dec Imsgs in

list_iter (An. sendto skt res n) ps;

listen skt (rec h m from =
ack <« lack + 1;
if lack = count
then res
else listen skt h)

let init 1 1 =
let db = ref (dict_empty ()) in
let t = ref (vcmake (length 1) 0) in
let (ig, oq) = (ref [1, ref []1) in
let lock = newlock () in
let skt = socket () in
socketbind skt (list.nth 1 i);
fork (apply db t lock iq i);
fork (send_thread i skt lock 1 oq);
fork (receive thread skt lock iq);
(read db lock, write db t oq lock i)

let read db lock k =
acquire lock;
let r = dict_lookup k !db in
release lock; r

let write db t og lock i k v =
acquire lock;
t :=vcincr 't i;
db :=dict.insert k v !db;
oq := (k, v, 't, 1) :: log;
release lock

let receive thread skt lock iq =
let rec aux () =
let msg = listen wait skt in
acquire lock;
iq := (we_deser msg) :: liq;
release lock; aux ()
in aux ()




This work

 An ML-like language, AnerisLang, with higher-order store, node-local
concurrency and datagram-like network sockets

* A separation logic, Aneris, for modular reasoning about partial correctness
properties of implementations of distributed systems while allowing

- Vertical composition
- Horizontal composition

» All theory and examples are mechanised on top of the Iris framework in the
Coq proof assistant



In separation logic, propositions denote ownership of resources, e.g., £ — .
Specifications only talk about the footprint of the program.

1Ptev.Qj

These specifications can be lifted through framing and binding.
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In concurrent separation logic, threads are considered one at a time and we
need not reason about inter-leavings of threads explicitly.

{P1}er {v1.Q1} 1 P2} ea{v2.Q2}
{P1*xPa}er || ea{vi,v2.Q1 % Q2}

Through resource invariants, we can express protocols on shared state.

v. 4 — v * even(v)




In Aneris, a distributed separation logic, we extend these reasoning principles
to allow reasoning about nodes one at a time.

{ P, x FreePorts(ip,, A)} eq {True} { P> x FreePorts(ip,, B)} ex {True}

{ P, x Py x Freelp(ip1) * Freelp(ip,)} eq ’iplmipz es {True}

f ANB =0 then

FreePorts(ip, A) * FreePorts(ip, B) - FreePorts(ip, A U B)



To express protocols on communication, we introduce socket protocols.
® : Message — IProp

With each socket address (pair of an ip an a port) we associate a protocol.

=K,




An addition service

“3,4”

Ve

addition service client

rec server a =

Llet skt = socket () in rec client X y srv a =

socketbind skt a; let skt = socket () in

listen skt (rec handler msg from = socketbind ?’kt.a; .
let (n, m) = deserialize msg in let m = serialize (x, y) 1in
let res = serialize (n + m) 1in sendto skt mStV; .
sendto skt res from: let res = listenwalt skt in

listen skt handler) deserialize res



Verifying an addition service

We primordially fix a socket protocol for the server.

®,qa(m) = IV : Message — iProp, (z,y : N).
body(m) = serialize(x,y) *
from(m) = U x

vm'.body(m') = serialize(x + y) = ¥(m')



Verifying an addition service

{(ip,p) & Puaa * FreePorts(ip, {p})}

server (ip, p)
{False}



Verifying an addition service

{(ip,p) B Puaq * FreePorts(ip, {p})}

(rec server a =

Llet skt = socket () 1in

socketbind skt a;

listen skt (rec handler msg from =
let (n, m) = deserialize msg in
let res = serialize (n + m) 1n
sendto skt res from;
listen skt handler)) (ip,p)

{False}
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Verifying an addition service

(rec server a =

Llet skt = socket () 1in

socketbind skt a;

listen skt (rec handler msg from =
let (n, m) = deserialize msg in
let res = serialize (n + m) 1n
sendto skt res from;
listen skt handler)) (ip,p)

{False}

(ip,p) B Paad
FreePorts(ip, {p})
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Verifying an addition service

Llet skt = socket () 1n

socketbind skt (ip,p);

listen skt (rec handler msg from =
Llet (n, m) = deserialize msqg 1in
Llet res = serialize (n + m) 1n
sendto skt res from;
Llisten skt handler)

{False}

(ip,p) B Padd
FreePorts(ip, {p})
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Verifying an addition service

{h — None}

let skt = A 1n

socketbind skt (ip,p);

listen skt (rec handler msg from =
let (n, m) = deserialize msqg in
Let res = serialize (n + m) 1n
sendto skt res from;
Llisten skt handler)

{False}

(ip,p) B Padd
FreePorts(ip, {p})
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Verifying an addition service

let skt = A 1n

socketbind skt (ip,p);

listen skt (rec handler msg from =
let (n, m) = deserialize msqg in
Let res = serialize (n + m) 1n
sendto skt res from;
Llisten skt handler)

{False}

(ip,p) B Padd
FreePorts(ip, {p})
h — None
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Verifying an addition service

socketbind A (ip,p);

listen A (rec handler msg from =
let (n, m) = deserialize msqg in
Let res = serialize (n + m) 1n
sendto h res from;
listen h handler)

{False}

(ip,p) B Padd
FreePorts(ip, {p})
h — None
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Verifying an addition service

{h — Some (ip,p)}

listen A (rec handler msg from =
let (n, m) = deserialize msqg in
let res = serialize (n + m) 1n
sendto h res from;
listen h handler)

{False}

(ip, p)

= D ,dd
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Verifying an addition service

listen A (rec handler msg from =
let (n, m) = deserialize msqg in
let res = serialize (n + m) 1n
sendto h res from;
listen h handler)

{False}

(ip, p) B Pudd
h — Some (ip, p)
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Verifying an addition service

{Paaa(m)}

(ip, p) = Puaad

let (n, m) = deserialize body(m) in h — Some (ip, p)

let res = serialize (n + m) 1n
sendto A res from(m)




Verifying an addition service

let (n, m) = deserialize serialize(x,y) 1n
let res = serialize (n + m) 1n
sendto h res from(m)

U : Message — IProp
r,y : N

(ip, p) B Padd

h — Some (ip, p)

from(m) = W

Vm'.body(m') = serialize(x + y)
— W(m')
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Verifying an addition service

sendto h serialize(x + y) from(m)

U : Message — IProp
r,y : N

(ip,p) & Padd

h — Some (ip, p)

from(m) = W

Vm'.body(m') = serialize(x + y)
— W(m')




Verifying a client

{srv B Pyqq * FreePorts(ip, {p})}
client x y srv (ip, p)

{fvv=x+y}




Verifying a client

Llet skt = socket () 1n
socketbind skt (ip,p);

let m = serialize (x, y) 1n
sendto skt m srv:

Llet res = listenwalt skt in
deserialize res

{v.v=2x+y}

srv B P,a4
FreePorts(ip, {p})
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Verifying a client

let m = serialize (z, y) 1n
sendto A m srv;

Llet res = listenwait A 1n
deserialize res

{v.v=2x+y}

srv B P,a4
h — Some (ip, p)
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®,qq4(m) =3V : Message — iProp, (z,y : N).
body(m) = serialize(z,y) *
from(m) = U %
vm'. body(m') = serialize(x +vy) = U(m')

Verifying a client

srv B P,a4

sendto h serialize(x,y) srv; h — Some (ip, p)

let res = listenwalt A 1n
deserialize res

{fvv=x+y}
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®,qq4(m) =3V : Message — iProp, (z,y : N).
body(m) = serialize(z,y) *
from(m) = U %
vm'. body(m') = serialize(x +vy) = U(m')

Verifying a client

(Zpap) — (I)client
srv = D,a4g
h — Some (ip,p)

sendto h serialize(x,y) srv;
let res = listenwait A 1n

deserialize res

{fvv=x+y}

D 1ient (M) = body(m) = serialize(x + y)
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Verifying a client

let res = listenwalt A 1n
deserialize res

{vv=x+y}

(Zpap) — (I)client
srv B P,a4
h — Some (ip, p)

D 1ient (M) = body(m) = serialize(x + y)
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Verifying a client

(Zpap) — (I)client
srv B P,a4
h — Some (ip, p)

{(I)client (m) }

let res = body(m) 1n
deserialize res

{vv=x+y}

D 1ient (M) = body(m) = serialize(x + y)
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Horizontal composition

* [he addition service showcases horizontal compositional reasoning

* |n the paper we also introduce a load balancer, but use the existing
specifications for the server and client to verify the system

. load balancer
i i ice — . II -

client

client
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Vertical composition

* |n the paper we showcase vertical compositional reasoning by implementing
and verifying the two-phase commit protocol

 \We use the two-phase commit implementation and specification as a library
to implement and verify a replicated logging system
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Conclusion

* A programming language and a separation logic, Aneris, for modular
reasoning about partial correctness properties of implementations of
distributed systems

e Scalable development and verification of distributed systems through vertical
and horizontal compositional reasoning

* Extensive case studies showcasing our reasoning principles

* All theory and examples are mechanised on top of the Iris separation logic
framework in the Coq proof assistant
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