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Programs.



create \

wakeup

replenishment

dispatch

preemption
depletion

Depleted

workload exhausted

*rotogol \" The set of &ll protecols

ge == \" The s2t of all address raiges
s \X Addra:s

angc[r \in Addreszslang:, a \in Acdress) e=
1] ¢= a

<~ -[2)

=z \* The szt of all po-l ranges
X dort
lge[~ \ia No~tResge, p \in Port) ==
1] (= p

= ~(2)

(LM Firewal.tle

--------------------- MOIDULE Fisewall =cevmeromecens
Lntezers
Addras, \* Tae 32t of ell eddressea
ort, \*" The s2t of &ll fo~ts

The type “23" message sent oy this action therefore tels every acceptor a that, vhen it receives
the message, al the enabling conditions »f VoteFor(a, b, #) but the first, marBalla] < b, we
satisfied,

Plase2a(b, v) =

A=3m € msgs :m.pype = “23" Am.bal = b

A3 Q € Quorum :
LET Qb 2 {m € msgs : Am.type = "1b"
Am.acc € @
Am.bal = b’

Qlbv = {m e Q1b: m.mbal > 0}
IN AYae Q:3me€ Qlb: m.acc=a
AV Qlby ={}
Vim € Qlbv:
A m.meal = v
A¥mm € Qlbv: m.mbal > mm.mbal
A Send([type v “23", bal v+ b, val »» v])
A UNCHANGED (maxBal, maxVBd, mazVal)

The Phase2b(a’ action describes what acceptor @ does when it recdves a phase 2a message n,
which is sent by the leader of ballot m.sal acceptors to vate for m.val in that ballet,
Aczeptor @ acts on that request, voting for m.val in ballot mumber m.bal, T m.bcd > mazBalld],
which means that a has not participated n any ballot numbered greater than m.bal. Thus, this
eoabiling condition of the Mese2b(w) action together wth the reosips of the phiose 20 nmssage
imolies that the VoteFor(a, m.bal, m.val) sction of module Voting is enabled and can be executed.
Tho Phase2b(a) message uplates maxBala), mozVBd{a], and ma:Valla] so ther values msean
what they were claimed to mean in the comments preceding the variable declarations.
Plase2b(a) =

im € msgs:

A m.type = “23"

A m.bal > maxBal(a)

| I Packet =x  \* Tie set of all patkets A mazBel' = [mazBal EXCEPT ![a] = m.bl|
29 -~ . -,
23 ;;2.::?.:"?::&:'& e A mazVBal' = [mazVBal EXCEPT |[a] = m.bal]
24 destAcdrass : Address, A mazVel' = [maxVal EXCEPT ![a] = m.uvel]

A Send(ftype v+ “2b", acc > a
bal v m.bai, val = m.val))

T definitions > Next and Spec are what we expect them to be.

0I5 destdort : Ports,
26 protocul o Prulolel)

17

i8 Firewzll == \* The s2t of all fi~ewal.s

3 Paccet -> BOOLEWI] Next = v 3% € Ballot: V Phasela(b)

21 Rule == \* Ta¢ ast of all fi~ewal. ralas V3v € Value : Phas:2a(b, v)

2 ‘remitelddreze * Addrssslanga, V da € Acceptor : Phaselb(a) V Phase2b(a)

23 remotePo-t | FortRange, o Sy iua enfar_a)

24 localidd~ess : Addre:sRange, —— —_ —_ ]

15 localPort : cortlange, [

26 protacol : SUESET Protocol,

2/ allow @ 3UULzAN] : : 2

0 Algorithm 1 Inient Communication Algorithm

39 Ruleset sz \* The sat of all fi~ewal. ri_esats
SUBSET Rule

1: procedure DEC-MDP'S. A. P. R.0.)

g - . . // a small example spin model 2: A« A x A,
—-D(\A/i 1 /P( B “w::‘,’r.;::,::",f"%::ﬁ'._?n‘;m // Peterson's solution to the mutual exclusion problem ;. 81,82 — S
T ?‘T 7\ Inkod~essiang2|rule.r 4 Y |
o/ \ 1 /\ IaPorthange[rile. ~emol bool turr, *lzgl2]: // the shared variables, booleans : 1.2 ‘ ‘ )
0 ! , \1 n T‘IW"OQGQJ?B!ZN:D.'“] byte noril; S/ vr of pracs in critical seclion d: R(-‘.,‘, 0,’) =0i=0,j=0
P =y ;: ItPortfange[ri.e. loca 6: re t
. . p-protocol \in rule.p . IO —— - pea
1( ( 3/” 0. D‘) \ " ;: m:tch:s 7 0 N ¢ ,:ctule 2] proctype vner() S/ lun processes 2. P14 l.] (—] 41
o Vol o l PEEEAR bl masere(_ofd = a | _pta == 1); 8: for o;.0, do
\ A 4 __jl 1 | M 9: Determine scenario € [1. 4]
\/ N fleg[ pid] = 1; ’
+ T [ ) (G| - turn = _pid; 10: pr-pz — Plé | s,a,.az)
A _ N~ {flag{l - pid] == @ || turn = 1 - _pic}; 1: ay.as — A
1 0 0 T 12 HAXg, g, 11 -_:(sl..s'r_;. uy. u-_f:
- 07" 17 assert(nc-it == 1); /f critical section 13: for s,.s; do check
'\H K—gl )"—(J ncrite=; 14: if d(s,.352) < scenario threshold then
—— v/ -
% ‘k ]f Nogl_pid] = #; 15: Update #,.6; using d(s,.s2)
\1 q \0 go-to agair 16: Elld if
0, =l /"l )0 } 17: w[s1.82] = argmax., o, 112
\ (( K 14\ L /) ;.’ ;nalys:.s: 18- end for
= . /% spir —rur peterson.pnl
\ l, I 2 end for
0\}1 /1 // 00 until s; = s, or s = s,
\‘( M)‘/ 21 return 7. R(s;.a;)
. 22: end procedure




"A computer program is a sequence or set of
instructions in a programming language for a
computer to execute.”
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In a nutshell

I THE MIDLAND RED DIO

This dissertation

... for computer programs, not busses!



This dissertation

Features
» Distribution
> Information-flow control types

» Randomization

Properties

>

Safety
Simulation
(Liveness)
Noninterference

Contextual equivalence



This dissertation

Aneris: A Mechanized Logic for Modula

T Distribution St Safety , @ ESOP °20
Morten Krogh-Jespersen, Amin Timany, M 'y regersen, Lars Birkedal
D,istributed Causal Memory: Modular Sp Distribution ca Safety Distributed Separation Logic @ POPL 21
Léon Gondelman, Simon Oddershede Gre \ Jal
Mechanlzed Logical Relations for Termin .1| @ POPL '21
Simon Oddershede Gregersen, Johan Bay, . ~irk

Trillium: History-Sensitive Refinement in Distribution Safety | Simulation Liveness

Amin Timany, Simon Oddershede Greger éC L

Asynchronous Probabilistic Couplings in . ati . [Manuscript]
Randomization Ctx. equiv.

Simon Oddershede Gregersen, Alejandro srotti, Lars Birkedal
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Thesis statement:

Higher-order separation logic

11

Is all you need!



This dissertation
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Mechanized Logical Relations for
Termination-Insensitive Noninterference

joint work with Johan Bay, Amin Timany, and Lars Birkedal



The prevailing basic semantic notion of secure information flow is noninterference.

secret input secret output

public input public output

program e

14



Program e satisfies termination-insensitive noninterference, abbrv. TINI(e), when

elvi /x| | o1 and elva /x| | 02 implies 01 =~ 02

for all secrets V1 and V2.

15



Information-flow control enforcement often comes as a static type system:

[e:tt implies TINI(e)

To really be useful, it must support the same teatures as modern languages:
> higher types
> reference types
> higher-order state

> e o o

The difficulty of proving the system sound increases, however.

16



higher-order state
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> shows that such a rich type system satisfies TINI

R N
7 T < TN
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1
1
> with full mechanization of all results in Cog .

> using a semantic model

recursive types
existential types

IFC types

Compositional integration of syntactically well-typed and ill-typed components:

z:mbFe :m and e € |m2] implies  TINI(ei|ea/x])

17



7=ttt

t =B |N|7x7|7+7]

T 1 lref(7) |a|Vea. T | Vek. 7| . T | o T

li=r|leL|lLYL

C T, TEL

For this presentation we consider £ = {L, T} where L

Consider if secret then f () —if f has public side effects, secret is leaked

18



Typing judgment

Term-level context

Type-level context

\E U I'Fpee:T

Label context \

"Program counter” label

19



Type system

= | U ', e:

%E

Vie {1,2}.2| 0|

T-STORE

2T by e : ref(r)"

=|W|I'F, ifethenejelseey: T

=S| U kFpcex: T U7 N\ pcl/l

E|\P‘P|_p661:=6221J_

20



Theorem (Termination-Insensitive Noninterterence)

If

QU:%TI_J_BI

then

%J_

(0, efv1/x]) =7 (hy,v1)

)

and

I_J_'U1:

%T

(0, e[va/x]) =" (ha, v)

21

)

and

|_J_2)22

implies
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Ul — /02.



Our approach

We set up a binary logical relation

=PI I'Fe~ey:T

such that

S| U D Epee:T = =V 'Fex~e:T
=PI I'Eexe:T = TINI(e)

However, this requires manipulating and detining a complex semantic model.

22



Our approach cont'd

We combat the complexity by detining the relation in Iris:

> Convenient logical connectives for expressing the relation,
> High-level logic to reason within, and

> Coq formalization and the Iris Proot Mode to mechanize our proofs

Not a novel approach, but some novel challenges!

23



Value relation

[a]& = m (O(c))

v,v) 2 v =10 = ()

I——]
—
[—]

v =1 € {true, false}

E

——
Z,
=

®o° ®O° O O° O©°

v=72v €N

—
ﬂ
[
X
X
[ —]

)
)

v,v") £ Ju1,v2,v1,05. v = (v1,v2) ¥V = (V],v9) * [[71]]%(’01,”01) * [[72]]%(’02,’05)
)

—
ﬁ
—
+
X

=

\/ Jw,w’'.v =1inj; w*x v = inj; W’ * [[Ti]]p@(w,w')
ic{1,2}

[ 55 72]6(v,v") £ O (Vw, w'. [11]5(w,w’) — E[r]g (v w,v" w))
[ =5 72]8, (v) * [11 =5 723, (V')

[Ve. . 7] (v,0") & O (VP : Rel. V@1, P : Pred.
O (Vu,v". &(v,v") = Br(v) *x Pr(v')) —* EMT]S s (0,0, (Vs v ))*
[[vee Q. T]]p@L (U) * [[vee Q. TH%R (,U/)

Ve, k. 7]5 (v,0') 2 O (\ﬂ e L. [ (w0 _)) « [V, 5. 715, (0) % [Ve, 5. 715, ()

[Be. 7] (v,v") £ O (3P : Rel. 3P, P : Pred.
O (Vo,v". &(v,v") = Br(v) * Pr(v')) *
Jw,w’. v = packw * v" = packw’ * [[T]]g,aH(@,@L,@R)(w,w/))
[na.7]8 £ u® : Rel. A(v,v"). 3w, w’. v = foldw *v" = fold w'*

p /
D[[T]]@,av—)(é,[[,u «. T]]p@L,[u o. T]]p@R) (w’ w )

Nroot -(eael)

[ref(T)]g(v,v") £ 30,0 v =00 =0 | Fw,w . L w*l —pw *[7]2(w,w)

[[te]]p@(v’v’) A {Ht]]g)(v,v’) ) , ?f [[E]]P C¢
[t]e, (v) « [t (v) if [€], £ ¢

Expression relation

Elr]e(e,e’) = mwpe~ e {[7]5}

Environment relation

G156 (€, €) 2 True

G, x : 7]& (Fw,v'w") & G[T]4 (7, v") * [7]5 (w, w")
Semantic typing judgment
Coh(®) 2 3K
(P,P1,,PRr)EO
p, 7, v . dom(Z) C dom(©) * dom(¥) C dom(p) —* )

)
Coh(8) * G[T]&(7,v') — E[r]&(e[v/7], ¢'[v" /7))

O (Vu,v". &(v,v") = SL(v) x Pr(v))

Ve,
ElV|TFe~ce T2 D(

Value relation
[e]A = A(e)
) Ev=()
) = v € {true, false}
v) 2 vEN
) = Fui,v2. v = (v1,v2) * [T (v1) * [2] A (v2)
)

2 \/ Jw.v = inj; w * [[Ti]]pA(w)
1€{1,2}

[r1 =% ]2 (v) 2 O (Vw. [n]A(w) = &, [r]A (v w))
Ve, a. 7] (v) £ 0O (‘v’f : Pred. &y, [[T]]”A’a,_)f(v _))
[We, 5. 74 () 2 O (VL € £. &, [ (v )

(v)

0 (3P : Pred. 3w. v = packw * [T]A . ,s(w))
[a. T]A £ pd: Pred dv.3w. v = foldw *>[7] .., ;(w)
[ref(t)]a(v) £ N . v =LxR(A, p, £, 4, N)

(OVE.N CE =
T Jw. £ —; w* [T]A (w) *
e P\ (o€ o w e [F]A(w)) —+ o e True)

OVE.N C € =

N § Jw. £ —; w* [T]A (w) *
k EFTE\N ((l> FJw' .l w x [[T]]pA(w/)) —k S\NégTrue
[t]4 (v) £ [t]A (v)

g

R(Aap7€7€7-/\/’) = {

Expression relation

EvelrIA(e) £ [pel, Z ¢ = mwp™'# e {[r]A}

Environment relation

G[-JA(€) & True
GIT,z : T]A (Fw) £ G[TIA (D) * [7]A (w)

Semantic typing judgment

ElV|TEpe:T2 0O (VA’p’ v. dom(E) € dom(A) * dom(¥) € dom(p) —*)

GITIA (W) —* EpelT]a(elv/7])

24
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Challenge #1

Existing encodings of “logical” logical relations are termination sensitive:

e1 — V1 = €9 — vy A U] & V.
However, we need a terminiation insensitive notion:
e1 — v N eo = Uy = U] & V.

Solution: a new modal weakest precondition theory mwp e ~ ¢’ {Q}

25



T-1F
|0 [T hpee:BY Vi {1,2).2|U|T ke :m UETN/

Cha"enge #2 =|U|I'F,. ifethenej elseey : T

As part of our proofs, we have to show, e.g.,

tT

— : - /
— 1fwvthenejelseey =~ 1fv theneyelsees

¢

whereEv ~v : B!

, meaning v,v" € {true, false}. This means we have to prove, e.g.,

tT

€1 ~ €9

Luckily, we don't really need to care about return values, only side-eftects!

26



Solution:

> A binary relation for relating terms that are “publicly equivalent”

> A unary relation for characterising terms that do not have public side-effects

(v, v") if [¢], =L
(v) * [t]g, (v") othw.

[t°]4 (v, v") & { :

Needs two instantiation of the MWP theory: mwp e {Q} and mwp e ~ ¢’ {Q}

and a logical way of encoding a "subsumption” property.

27



Asynchronous Probabilistic Couplings
in Higher-Order Separation Logic

joint work with Alejandro Aguirre, Philipp G. Haselwarter, Joseph Tassarotti, and Lars Birkedal




Setting the stage

> Distributed applications often communicate over an untrusted network.
» Randomization is a crucial ingredient in cryptographic protocols.

> Security is often phrased as an indistinguishability of two probabilistic programs.

Goal: a relational program logic for an expressive language
with coin flips for proving contextual equivalences.

A

flip

29



higher-order state o .
probabilistic choice

=R THE MIDLAND RED DI0

impredicative polymorphism

, , recursive types
existential types



Complications

Programs evaluate to distributions over values, not just values.

What do we do about those?

Many probabilistic relational Hoare logics (pRHLs) make use of probabilistic couplings:
pn ~ po R

f R = (=) then p1 = p2

O|lFe; ~xe2:7T=VT,C: (O TFT)= 0|0F7T),0
execy (Cle1 |,0) = execy(Clez |, o)

31



Couplings in pRHLs

In pRHLs, couplings manifest as coupling rules:

PRHL-COUPLE

f bijection

{True} flip ~ flip {w1,vs.=

E.g., for One-Time Pad:

let kK = flip in
kQm

Pick f(b) = if m then —b else b

32

b :

33.?]1 — b/\?]g — f(b)}

flip



Couplings in pRHLs cont’'d

However, the approach requires you to synchronize the probabilistic choices.

This is not always possible.

let r = ref(None) in

? A . match ! rwith
letb = flip in N Some (b) =
\ b | None = letb = flip in
- r :=Some (b);
b

end

33



This work

> A higher-order probabilistic relational separation logic, “Clutch”, tfor proving
contextual equivalence of probabilistic programs with higher-order reterences,
impredicative polymorphism, and recursive types.

> A proof method for asynchronous couplings that allows us to reason about
sampling as if it was state.

> Full mechanization of all results in Coq.

34



REL-PURE-L

Key id f Clutch er ¢y AFK[ej]Zex:T

ey ideas of Clutc AR e
REL-LOAD-L

A (separation logic) refinement judgment tev v« AEKv] Sep: T

A:K[w]fjeng

B < REL-STORE-R
AFe Jex:T (v Lsw —« AFep IK[()]:7

T AFe I K[ l:=w]|:T

"1 refines €2 at type 7"

REL-COUPLE-FLIPS

@|P|—€1jctX62:Té\V/T/,(CI(@‘IW—T)i(@‘QH—T/)),O'. fbijection \V/bAIZK[b];jK/[f(b)]T
execy(Cley |, 0) < execy(Cles], o) AE K| flip| S K'[ flip |: 7

35



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

36



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

Operationally, we extend the state of program execution with a “heap of tapes” onto
which we can presample bits.

37



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

Operationally, we extend the state of program execution with a “heap of tapes” onto
which we can presample bits.

_— e = = = = — = -y

_________

tape — 3

- 1O -0
-

38



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

Operationally, we extend the state of program execution with a “heap of tapes” onto
which we can presample bits.

_— e = = = = — = -y

_________

N
S

flip(tz) —

- 1O -0
-

39



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

Operationally, we extend the state of program execution with a “heap of tapes” onto
which we can presample bits.

_— e = = = = — = -y

_________

flip(eo)

- 1O -0
-

40



Asynchronous couplings

To support asynchronous couplings, we introduce presampling tapes.

Operationally, we extend the state of program execution with a “heap of tapes” onto
which we can presample bits.

L0 L1 L9 L3
o |0
flip(tg) —* 1 1 o

- O | -0

41



Asynchronous couplings

Ve |
{d
Al

But no language primitives add values to the tapes!

Instead, presampling steps will be ghost operations purely used in the logic.

— in fact, they can be entirely erased!

42



Asynchronous couplings cont’d

Tapes are “just” state so we introduce a separation logic connective
L — b

that denotes ownership ot a tape and its contents.

REL-ALLOC-TAPE-L REL-FLIP-TAPE-L
Viii—e —x AF K[| Ze:T L<—>b-b L—>b—x AFK[b]|Zey: T
AF K| tape | Ze:T AF K| flip(t)] Ses: T

43



Asynchronous couplings cont’d

REL-COUPLE-TAPE-L

f bijection b Vbbb« AEeSK'[f(B)]:T
AFe3K'[flip()]: 7

44

6’.0 K| flip() ], o’
\://\/\/\/\/\l
e,olt — b K| f()],o



Motivating example

let 7 = ref(None) in

A . match ! rwith

Some (b) = b - letb = flip in
| None = letb= flip in ~ctx
A_.b
r :=Some (b);
b

end

45



Motivating example

let r = ref(None) in Llet ¢ = tape 1n

A . match ! rwith

let r = ref(None) in

Some (b) = b y )\_. match ! rwith leth = f-l.lp in
| None = letb = flip in  ~Jctx Some (b) = b etx \ b
r :=Some (b); | None = letb = flip(¢) in -
b r :=Some (b);
end b

--------ﬁ
--------I

46



REL-COUPLE-TAPE-L

f bijection Lsb Vbbb« AEeSK'[f(B)]:T

Motivating example AFe=K'|flp()]:7

let r = ref(None) in Let ¢ = tape 1n

3
i
i
i
A . match !'rwith I
i
Some (b) = b L v letb = flip in
| None = letb = flip in  ~Jctx : Some (b) = b etx \ b
: .
i
i
i
i
i
i

let r = ref(None) in

A . match ! rwith

r :=Some (b); | None = letb = flip(¢) in
b r :=Some (b);

end

47



Conclusion



impredicative polymorphism higher-order state
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(Very) simple examples

» Multiplying by zero
AV. U % (

cannot be syntactically typed at N' — N+t

» Temporary explicit “leaks”
letz="!0linl:=Vh; ...;[:=x

is not syntactically well-typed it i contains sensitive information.
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. = fresh(o) o(L) =€ b € {true, false}

tape, g —" 1,0t — €] flip(s),0 =% b0 flip(e), ot = b-b] =1 b, oL+ b]



Definition (Coupling). Let p1 € D(A), us € D(B). A sub-distribution 1 € D(A X
B) is a coupling of 111 and s if

L Va. Yyep i(a,b) = o (a)
2. Vb, Y e q pi(a,b) = iz ()

Given relation R : A X B we say u is an R-coupling if furthermore supp(u) C R.
We write 11 ~ s : R if there exists an R-coupling of 111 and us.

Lemma (Composition of couplings). Let R : A x B, S : A" x B, y1 € D(A),
o € D(B), fl A — D(A/), and f2 . B — D(B/)

1. If (a,b) € R thenret(a) ~ ret(b) : R.
2. IfV(a,b) € R. fi(a) ~ fa(b) : S and 41 ~ o : R then 1 >=f1 ~ puo>=fy: S

Definition (Refinement Coupling). Let y1 € D(A), uo € D(B). A sub-distribution
u € D(A x B) is a refinement coupling of 111 and po if

1. Va. ZbEB p(a,b) = pi(a)
2. Vb. ZaeA /L(CL, b) < MQ(b)

Given relation R : A X B we say pu is an R-refinement-coupling if furthermore
supp(p) € R. We write ;1 S po : R if there exists an R-refinement-coupling of
11 and o,



ret(e) if e € Val
execp(e,0) = < 0 ife €Val,n =0

step(e, o) >= exec(,_1) otherwise

exec(p)(v) = limp_ o0 execy (p)(v)

execy(p) £ ) exec(p)(v)

(Y

Lemma (Erasure). Ifo1(¢t) € dom(oy) then

exec, (e1,01) ~ (step,(01) >= Aos. execy(e1,02)) : (=)

Theorem (Adequacy). Let ¢ : Val x Val — Prop be a predicate in the meta-logic. If
specCtx * spec(e’) - wp e {v.3v". spec(v’) * p(v,v")}

is provable in Clutch then ¥n. exec, (e,0) < exec(e’,d’) : .



AFger ey : 72 VK. specCtx —* spec(K[es]|) — naTok(E) —
wp eq {v1.3vs. spec(K | vy ]) * naTok(T) * [7]a(vy,v2)}

G(p) = specinterp, (p)

speclnv = Jp, e, o, n. specinterp_(p) * spec,(e) * heaps(c) * execConf, (p)(e,o) =1
N .spec

specCtx = | speclnv

execCoupl(eq, 01,€},07)(Z) = u¥ : Cfg x Cfg — iProp.
(IR.red(e1,07) *
step(ey,01) ~ step(e}, o) : R *
Vp2, . R(p2, p2) —* By Z(p2,p5)) V
(AR. red(e1,07) *
step(eq,01) ~ ret(e],o7) : R *

wpe e1 {®} = (e1 €ValA B, P(e1)) V Voo R(p2, (e1,01)) —* By Z(p2, (€1, 01))) v

(3R, n. ret(er,01) ~ execConf,(e],07) : R *

(€1 €Val A Vo, pr. Y R((er, 1), ph) — B Ul(er, 1), p5)) v
S(Ul) * G(pl) —k gi,q) (\/ JR. step,(o1) ~ step(e],o1) : R * ) y
e ), Ph)

Vo2, py. R(o2, py) —* =q U ((e1,02
execCoupl(eq, 01, p1)(Aes, 02, po.

(\/ | JR. step(e1,01) ~ step,, (07) : R * ) y
» o5 S(or2) * Glpa) % wpg €3 {®)) )

\V/,OQ, Oé‘ R(p27 Jé) —¥ '3(2)2(1027 (6/17 O-é

JR. step,(o1) ~ step,,(c]) : R *
\/ (L,u')E01 X 0] \V/O-Q,O-é- R(0-270-é) K '3(2)
U((e1,02), (e}, 0%))



