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How can Alice safely outsource data storage to Bob?

If Alice can state her work as operations on an authenticated data structure
then it can be outsourced to Bob, but later verified by Alice!

This is done by having Bob produce a compact proof that Alice can check.

ADSs allow outsourcing data storage and processing
tasks to untrusted parties without loss of integrity.
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- fetch([R, L], to) =
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h()' = hOSh(h1h2)

hs = hCISh(SS)

ho = hash(hshe)

Example: Merkle Tree (verifier)

fetch(|R, L], to) =

([h1, h6, 35]' 55)

UL

(0))



ho'= hash(hih?)

hs = hash(hshe)

hs = hash(ss)
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Use cases

- Certificate transparency: Google Chrome, Cloudflare, Let’'s Encrypt, Firefox, ...
- Key transparency: WhatsApp, Signal, ...
- Binary transparency: Pixel Binaries, Go modules, ...

- Protection against memory corruption



Authenticated Data Structures, Generically

Andrew Miller, Michael Hicks, Jonathan Katz, and Elaine Shi
University of Maryland, College Park, USA

Miller et al. realized that the prover and verifier can be compiled from a single
implementation of the “non-authenticated” data structure.
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Miller et al's approach

OCaml is extended with three new primitives:

- authenticated types o7

- auth :'a — '3 | | |
type tree = Tip of string | Bin of etree x etree

| | type bit =L | R
- unauth : e'a — '3 let rec fetch (idx:bit list) (t:etree) : string =
match idx, unauth t with
], Tipa — a
L :: idx, Bin(l,_) — fetch idx |
R ::idx, Bin(_,r) — fetch idx r




To justify the correctness of their approach, they define a core calculus
and show security and correctness:
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To justify the correctness of their approach, they define a core calculus
and show security and correctness:

Security: If the verifier accepts a proof p and returns v then

e the ideal execution returns v or
e d hash collision occurred.

Correctness: If the prover generates a proof p and a result v then
o the ideal execution returns v and
o the verifier accepts p and returns v as well.
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1. A custom compiler frontend imposes development burden.
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security and correctness theorems.
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Limitations

1. A custom compiler frontend imposes development burden.

2. The compiler implements several optimizations that are not covered by the
security and correctness theorems.

3. The generated data structures are not always as efficient or produce proofs
as compact as hand-written implementations.
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About Blog Publications

BOB ATKEY

Authenticated Data Structures,
as a Library, for Free!

Let's assume that you're querying to some database Published: Tuesday 12th April
stored in the cloud (i.e., on someone else’s computer). Uk

Being of a sceptical mind, you worry whether or not
the answers you get back are from the database you expect. Or is the cloud
lying to you?

Authenticated Data Structures (ADSs) are a proposed solution to this problem.
When the server sends back its answers, it also sends back a "proof” that the
answer came from the database it claims. You, the client, verify this proof. If the
proof doesn't verify, then you’'ve got evidence that the server was lying. If the
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module Merkle
open A

(% ... %)

val fetch :
end

About Blog Publications

BOB ATKEY

Authenticated Data Structures,
as a Library, for Free!

Let's assume that you're querying to some database Published: Tuesday 12th April
stored in the cloud (i.e., on someone else’s computer). Uk

= functor (A : AUTHENTIKIT) —> struct

path —> tree auth —> string option auth_computation

(% ...

12



module Merkle
open A

(% oa. %)

val fetch :
end

= functor (A : AUTHENTIKIT) —> struct

path —> tree auth —> string option auth_computation

(% ...

13



module Merkle
open A

(% oa. %)

val fetch :
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module Merkle
open A

(% ... %)

val fetch :
end

module Prover :

-

= functor (A : AUTHENTIKIT) —> struct

path —> tree auth —> stging option auth_computation = (% ...

module Verifier : AUTHENTIKIT

AUTHENTIKIT
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module Ideal

module Merkle
open A

(% ... %)

val fetch :
end

path —> tree auth —> stfing option auth_computation = (% ...

functor (A :

» AUTHENTIKIT

/

AUTHENTIKIT) —> struct

module Verifier : AUTHENTIKIT

module Prover :

AUTHENTIKIT
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This work

- Two logical relations and a proof of security and correctness of the Authentikit
module functor construction in OCaml.

- We address the remaining two limitations:

> We verify several of the optimizations supported by the compiler.

> We show how to safely link manually verified code with code automatically
generated by Authentikit through semantic typing.

 Full mechanization in the Rocqg theorem prover.
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module type AUTHENTIKIT = sig
type 'a auth

(% «.. )

module Serializable : sig
type 'a evidence

(% ... )
end
val auth : 'a Serilalizable.evidence —> 'a —> 'a auth
val unauth : 'a Serializable.evidence —> 'a auth —> "'a auth_computation

end
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module type AUTHENTIKIT = sig
type 'a auth
type 'a auth_computation

val return : 'a —> 'a auth_computation
val bind : 'a auth_computation —> ('a —> 'b auth_computation) —> 'b auth_computation

module Serializable : sig
type 'a evidence

(% ... )
end
val auth : 'a Serilalizable.evidence —> 'a —> 'a auth
val unauth : 'a Serializable.evidence —> 'a auth —> "'a auth_computation

end
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module Merkle = functor (A : AUTHENTIKIT) —> struct

open A

type path = [ 'L | R] list

type tree = [ leaf of string | "node of tree auth *x tree auth]
(% ... %)

(* )

end
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module Merkle = functor (A : AUTHENTIKIT) —> struct

open A

type path = [ 'L | R] list

type tree = [ leaf of string | "node of tree auth *x tree auth]
let tree evi : tree Serializable.evidence = (% ... )

let make_leaf (s : string) : tree auth = auth tree_evi ( leaf s)
let make branch (1 r : tree auth) : tree auth = auth tree evi ( node (1, r))

end
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module Merkle = functor (A : AUTHENTIKIT) —> struct

open A

type path = [ 'L | R] list

type tree = [ leaf of string | "node of tree auth *x tree auth]
let tree evi : tree Serializable.evidence = (% ... )

let make_leaf (s : string) : tree auth = auth tree_evi ( leaf s)
let make branch (1 r : tree auth) : tree auth = auth tree evi ( node (1, r))

let rec fetch (p : path) (t : tree auth) : string option auth_computation =
bind (unauth tree evi t) (fun t —>
match p, t with
[1, "~ leaf s —> return (Some s)
"L :: p, node (1, _) — fetch p 1
‘R :: p, node (_, r) — fetch p r
—> return None)

—r

end



type proof = string Llist

module Prover : AUTHENTIKIT =
type 'a auth = 'a *x string
type 'a auth_computation =

() —> proof * 'a
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type proof = string list

module Prover : AUTHENTIKIT =
type 'a auth = 'a *x string
type 'a auth_computation =

let return a () ([1, a)
let bind ¢ f =
let (prf, a)
let (prf', b)

= ) in
(prf @ prf', b;

c (
f a () in

module Serializable

() —> proof * 'a

struct

type 'a evidence = 'a —> string

(%X +.. %)
end

(% ... )

end
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type proof = string list

module Prover : AUTHENTIKIT =
type 'a auth = 'a *x string

type 'a auth_computation = () —> proof * 'a

let return a () ([1, a)
let bind ¢ f =
let (prf, a)
let (prf', b)

= ) in
(prf @ prf', b;

c (
f a () in

module Serializable struct
type 'a evidence = 'a —> string

(% ... )
end

let auth evi a = (a, hash (evi a))

let unauth evi (a, _) () = ([evi al], a)

end
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module Verifier : AUTHENTIKIT =
type 'a auth = string
type 'a auth_computation =
proof —> [0k of proof x 'a | "ProofFailure]

end
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module Verifier : AUTHENTIKIT =
type 'a auth = string
type 'a auth_computation =
proof —> [0k of proof x 'a | ‘ProofFailure]

let return a prf
let bind ¢ T prf
match c prf with
| "ProofFailure —> "ProofFailure
| "0k (prf', a) —> f a prf'

"0k (prf, a)

module Serializable = struct
type 'a evidence =

{ serialize : 'a —> string; deserialize : string —> 'a option }
(% ... %)
end
(% *)

end
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module Verifier : AUTHENTIKIT =
type 'a auth = string
type 'a auth_computation =
proof —> [0k of proof x 'a | ‘ProofFailure]
let return a prf = "0k (prf, a)
let bind ¢ T prf
match c prf with
| "ProofFailure —> "ProofFailure
| "0k (prf', a) —> f a prf'

module Serializable = struct
type 'a evidence =
{ serialize : 'a —> string; deserialize : string —> 'a option }

(% ... )
end

let auth evi a = hash (evi.serialize a)
let unauth evi h prf =
match prf with
| p :: ps when hash p = h —
match evi.deserialize p with
| None —> 'ProofFailure
| Some a —> "0k (ps, a)
| _ —> 'ProofFailure
end
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module Ideal : AUTHENTIKIT
type 'a auth = 'a
type 'a auth_computation

let return a () = a

let bind a f () = f (a ())
(% ... )

let auth a = a

let unauth a () = a

end

struct

() —> 'a

19



Takeaway




Takeaway

 |In the end, it is not so difficult to prove that one particular client has the
security and correctness property.

- The challenge is to prove that any well-typed client has these properties!

« Authentikit relies on a parametricity property of OCaml’s module system.
In fact, we prove security and correctness as “free” theorems.

- To do this, we define two logical relations.
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Requirements

module type AUTHENTIKIT = sig

type 'a auth

type 'a auth_computation

val return :
val bind

‘a —> 'a auth_computation
'a auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation

module Serializable : sig
type 'a evidence

(% ... )

end

val auth
val unauth :
end

'a Serializable.evidence —> 'a —> 'a auth
‘a Serializable.evidence —> 'a auth —> 'a auth_computation
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‘a —> 'a auth_computation
'a auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation

module Serializable : sig \

type 'a evidence

(% ... )

end
val auth

val unauth :
end

polymorphism

(higher-order) functions

'a Serializable.evidence —> 'a —> 'a auth
‘a Serializable.evidence —> 'a auth —> 'a auth_computation

21



ReqUirements moggéﬁ IZ!erkle : MERKLE = functor (A : AUTHENTIKIT) —> struct
|

type path = ['L | "R] list
type tree = [ leaf of string | "node of tree auth x tree auth]
(* *)
module type AUTHENTIKIT = sig end
type 'a auth |
type 'a auth_computation recursive types

val return :
val bind

‘a —> 'a auth_computation
'a auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation

module Serializable : sig \

type 'a evidence

(% ... )

end
val auth
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end
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'a Serializable.evidence —> 'a —> 'a auth
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ReqUirements moggéﬁ IZ!erkle : MERKLE = functor (A : AUTHENTIKIT) —> struct
|

type path = ['L | "R] list
type tree = [ leaf of string | "node of tree auth x tree auth]
(% oas )
module type AUTHENTIKIT = sig end
type 'a auth ,
type 'a auth_computation recursive types
val return : 'a —> 'a auth_computation
val bind : 'a auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation
module Serializable : sig
type 'a evidence
(% .rr %) (higher-order) functions
end
state
val auth : 'a Serializable.evidence —> 'a —> 'a auth
val unauth : 'a Serializable.evidence —> 'a auth —> 'a auth_computation
end

polymorphism module Prover : AUTHENTIKIT
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ReqUirements moggéﬁ IZ!erkle : MERKLE = functor (A : AUTHENTIKIT) —> struct
|

type path = ['L | "R] list
type tree = [ leaf of string | "node of tree auth x tree auth]
(% *)
module type AUTHENTIKIT = sig end
/ type 'a auth |
type 'a auth_computation recursive types
/ val return : 'a —> 'a auth_computation
GbStrOCt type val bind : 'a auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation

constructors Aol seriatizable : sig \

(% .0r %) (higher-order) functions
end
state
val auth : 'a Serializable.evidence —> 'a —> 'a auth
val unauth : 'a Serializable.evidence —> 'a auth —> 'a auth_computation

end

polymorphism

module Prover : AUTHENTIKIT
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The Fref language

Ki=x%|K=K

T ..

C ..
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| x|+ || ref | Ve
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L1 |
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(kinds)

(types)

(constructors)
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Authentikit in Fe!

module type AUTHENTIKIT = sig
type 'a auth
type 'a auth_computation

| AUTHENTIKIT £ Jauth, m : * = *. Authentikit auth m
val return : 'a —> 'a auth_computation

val bind : 'a auth_computation —> e A .
("a - Tb auth computation) —> Authentikit = Aauth, m : x = *.

‘b auth_computation (\V/OC x. 0 —m 0()><

module Serializable : sig .
type 'a evidence (\V/OC,,B Lk.m o — (a — m IB) — m IB) X
(% ... *)
end :
(Vo : x. evidence o — a — auth a) X
val auth : 'a Serializable.evidence —> 'a —> 'a auth _
val unauth : 'a Serializable.evidence —> (VOC . %. evidence o — auth a — m (X)

‘a auth —> 'a auth_computation
end

“F-ing” the module
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Define Collision-Free Separation Logic (CFSL).
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2. Define binary and ternary logical relations for security and correctness.
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Our approach

To show security and correctness we
1. Define Collision-Free Separation Logic (CFSL).
2. Define binary and ternary logical relations for security and correctness.

3. Show security and correctness as free theorems by verifying implementations
of the Prover, Verifier, and Ideal semantically inhabit the Authentikit type.

24
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If e is a program parameterized by an Authentikit implementation, i.e.,
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Theorem (Security)
If e is a program parameterized by an Authentikit implementation, i.e.,

— e : Vauth, m. Authentikit auth m —- m

then for all proofs p, it

e instantiated with Verifier accepts p and returns v

then

. e instantiated with Ideal returns v or

« a hash collision occurred
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Theorem (Correctness)
If e is a program parameterized by an Authentikit implementation, i.e.,

— e : Vauth, m. Authentikit authm — m 7

then if

e instantiated with Prover produces a proof p and returns v

then

. ¢ instantiated with Verifier accepts p and returns v and

. e instantiated with Ideal returns v as well.
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Theorem (Correctness)
If e is a program parameterized by an Authentikit implementation, i.e.,

— e : Vauth, m. Authentikit authm — m 7

then if

e instantiated with Prover produces a proof p and returns v

then /

. ¢ instantiated with Verifier accepts p and returns v and

. e instantiated with Ideal returns v as well.
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Collision-free reasoning

To define our models, we define Collision-Free Separation Logic (CF-SL),
wp e {D}
that is expressive enough to state and prove security and correctness.

CF-SL statements hold “up to” hash collision.

27



CF-SL

CF-SL satisfies all the standard weakest precondition rules but introduces a
resource hashed(s) such that

wp hash s {v.v = H(s) % hashed(s)}

and

collision(sy, s»)

hashed(s;) * hashed(s,) - False
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Interpreting Fgf/f

Kinds:

[%] = Val x Val — iProp

|[K1 —> Kz]] £ ﬂklﬂ LLEN I[Kz]]
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Interpreting Fgf/f

Kinds:

Types:

[%] = Val x Val — iProp

|[K1 —> Kz]] £ ﬂklﬂ LLEN I[Kz]]

®OF7:kla : K]
ﬂ@FaZKﬂAéA<OC)
lo.T:K] = K)a = AR : [k1].[@,a 1 k1 - T K2)A R

[OFct:10]a=[OF0:x = ] ([OF 7:x1]a)
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Interpreting Fgf/f

Kinds: [%] = Val x Val — iProp

[c1 = 2] = [r1] =% [x2]

Types: O F7:k[a : |x]
(O F a: ks = Ala)
[OF da.t: k1 = 1o]a = AR : [11]. [O, a0 : k1 F 7 : ko)A g
[OFct:10]a=[OF0:x = ] ([OF 7:x1]a)
[@Fc:x]a = [c: k]




Interpreting Fgf/f

Constructors:

|[bOO| : *]] = i(vl,vz). _

b &

%.Vlz\/z:b
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Interpreting Fgf/f

Constructors:

ﬂbOOl I*]] = i(Vl,Vz).:b - %°V1 = Vy = b

[x i %= %=+ 2 AR, S: [*]. A(vi, v2). Iwi, wo, uy, us.

vi = (Wi, up) x vy = (Wa,up) * R(wy,wn) x S(uy, up)
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Verifying Authentikit implementations

Security

l[auth] = A4, (vi,v2). 3a, t.vi = H(serialize,(a)) * A(a,v,) * hashed(serialize,(a))
ﬂmﬂ = /lAv (V17V2)' \V/p {iSPrOOf(p)} ViIp ~ W2 () {QDOSt}

Correctness

[m]] = 24, (vi,v2,v3). ¥p. {isProphProof (p)} vi () ~ vs p ~ v3 () {ngst}



Verifying Authentikit implementations

Security module Prover : AUTHENTIKIT =
(% ... %)

l[auth] = A4, (vi,v»). 3a, t.vi = H(serialize,(a)) *  let unauth evi (a, _) p () =
let s = evi a 1n

ﬂmﬂ = /IA, (V1, Vz). \V/p. {iSPrOOf(p)} Vi p ~ V) () (n[es]olve) p to s;
sl, a

end

Correctness

[m]] = 24, (vi,v2,v3). ¥p. {isProphProof (p)} vi () ~ vs p ~ v3 () {Qfoost}

31



Stﬂmary

 Authentikit is a library for implementing ADSs generically.

- Two logical-relations models and a proof of security and correctness of the
Authentikit module functor construction in OCaml.

>~ We verify several optimizations.

> We show how to safely link manually verified code with code automatically
generated using Authentikit by semantic typing.

 Full mechanization in the Rocqg theorem prover.

https://arxiv.org/abs/2501.10802
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module type AUTHENTIKIT = sig
type 'a auth
type 'a auth_computation

val return
val bind

'a —> 'a auth_computation
'a auth_computation —> ('a —> 'b auth_computation) —> 'b auth_computation

module Serializable : sig
type 'a evidence

val auth
val pair
val sum
val string
val 1int
end
val auth

val unauth

end

a auth evidence

'a evidence —> 'b evidence —> ('a * 'b) evidence

'a evidence —> 'b evidence —> [ left of 'a | "right of 'b] evidence
string evidence

int evidence

'a Serializable.evidence —> 'a —> 'a auth
'a Serializable.evidence —> 'a auth —> 'a auth_computation

34



Reminder Ve
A2 = AP2
A A
STLC: terms can depend on terms, AW - APw
. x:0kFe:7 A_,/ .,;\p/

I'HFAx.e:0—-> 1

System F: terms can depend on types,

O,a|ll'Fe:7
O|I'+FAa.e:Va.rt

System [_: types can depend on types,

OF7=0 O|I'Fe:o
O|I'Fe:7 ®F (la.1)o = 7|o/a]
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Security

To show security of Authentikit, we use CF-SL to define a logical relation
O|I'Fe ~e:71
and show

. fO|I'Fe:tthen® | I'Ee~e:7

2. If® | ' E e ~e,: tthen e, and e, are secure (as verifier and ideal)

3. @ | @ E Authentikity ~ Authentikit; : AUTHENTIKIT
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Logical relation, sketch

Intuitively, the judgment @ | & E e; ~ e, : T means

{Truete; ~ e {71}

where [[7]] : Val X Val — IProp is an interpretation of types. E.g.

[[N]](Vsz) é dn = N.Vl :V2:n

l7; = o (v, vy) 2 Vwi,wy. Lz Iw, wy) vy wy ~ vy wyo {5 11}
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Security proof

The main work is to show

|Authentikit auth m|(Authentikity, Authentikit;)

The challenging part is finding the right interpretation of the type variables.

|[a Uth (A) (V1 : V2)
[m](4)(vi,v2)

onst (ula Mz)

[|>
L1

[|>

[|>

a,t.vi = hash(serialize,(a)) * A(a,v,) * hashed(serialize;(a))

Vp.{isProof(p)} vi p ~ v2 () {Opost }

U = None V (E

ai,p’.u; = Some(p’, ay) x isProof (p') * A(a,uy))
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Optimizations of Authentikit

module Verifier : AUTHENTIKIT =
type 'a auth_computation =
pfstate —> [ 0Ok of pfstate *x 'a | ProofFailure]

(% ... %)
» Proof accumulator
let unauth evi h pf =
match Map.find_opt h pf.cache with
. | None —>
¢ PrOOf'reuse bUﬁerlng match pf.pf_stream with
| [1 —> “ProofFailure
| p :: ps when hash p = h —
. match evi.deserialize p with
+ Heterogeneous buffering | None —> "ProofFailure
ome a —>
"0k ({pf_stream = ps;
. cache = Map.add h p pf.cache}, a)
. Stateful buffering g o7 ProofFailure
match evi.deserialize p with
| None —> "ProofFailure
| Some a —> "0k (pf, a)

end
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Manual client proofs

The naive implementation of Authentikit does
not emit optimal proofs, e.g.,

lookup([R, L], to) = ([(h1, h2), (hs, he), s5], Ss5)

Instead, we can manually implement and hash(hsha)
“semantically type” the optimal strategy:

[ path — auth tree — m (option string) [|(fetchy, fetch;)
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