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How can Alice outsource data storage to Bob?

If Alice can state her work as operations on an authenticated data structure
then they can be outsourced to Bob, but later verified by Alice!

This is done by having Bob produce a compact proof that Alice can check.

ADSs allow outsourcing data storage and processing
tasks to untrusted servers without loss of integrity.
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- fetch([R, L], to) =
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fetch([R, L], to) =
([h1, h6, 55]' 55)
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h()' = hOSh(h1h2)

hs = hCISh(SS)

ho = hash(hshe)

Example: Merkle Tree (verifier)
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ho'= hash(hih?)

hs = hash(hshe)

hs = hash(ss)

Example: Merkle Tree (verifier)
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Use cases

Certificate transparency

Google Chrome (2015), Cloudflare (2018), Let’'s Encrypt (2019), Firefox (2025)
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Miller et al. realized that the prover and verifier
can be compiled from a single implementation
of the “non-authenticated” data structure.
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Uriversity af Maryland, College Pack, USA

A bstract

An anhentoated dala swocture (ADS) Is a daa suuctare whose
vperations can be carmed out by un untruyec prover, the results of
whch o verfrer con efficiently check s anthentic This is done
by having the prover preduce & compact proef thar the verifier
cun check wlong with eark operuion’s resule. ADSs thus support
e reing GAa maintenance and poocessing tasks 1o untnisted
servers without loss of integeiny. Past wark on ADSs has fecosed
on panbicule datas stractures (o lmited classes of dala siructunes),
one at a tims, often with support enly for panticular cperations,

This paper presents a gencric method, using a simple cxten-
st o & ML-hke Tunchional progracmmng nguage we call Ae
(lambda-auth), with which ons can program awtberticated oper-
ations over any dota stocure Exfined by standard type consoruc-
Lows, sncludimg recursive Gypes, suns, and prodocis, The progam
mer writes the dasa structare langely as weual and it is compilzé ©
vonle & he mun by the prover aned venfier, sing @ fommalizz wn o
Ae we prove that all well4typad Ae programs result ia code that is
securc under Use standard cryplograpkic assumption of ecllision-
resisime sk functions. Wee have implameniex] Ao as an exiension
to the OCaml compiler, and have used it o produce autheetdcared
werions ol mamy imtoresting dala structures mclading binury scarch
trees, red hlack+ tress, <kp lists, ond mare Performance experi
ments show that our appeoach (= officiear, giving up linlc compared
Lo the bund vplimized dela sructures Jeveloped praviously.

Categories and Subject Descriptors D55 [Progremumng Lon-
gueges|: Language Constrvets and Features—Data cvpes and struc-
Lures

General Termy  Secuntly, Progromming Lungusges. Crvplogro
phy

L. Introduction
Suppase data provider would like to allow third panics 1o mirree its

i, prevending i query inder e aver 1 i clents The (et provicler
wants 1o assare clents that the mirrors will answer queries over the
cata ruthfully, even it (hey (o2 mothcr pasy thal COmEremises a
miarmr) have an incentivee 1o i As examples the s provicer
might be providing stock marke: data, a cerificate revesation s,
the Toe relay Lst, o the stace of the coment Bitcow ledger [72]

Ferrissioa o mak: dighal or heod eople: of all or pan of this wock for peescaal or
shearoum uss is granted withust Foe pruvided fed copiss ae ool nde x dalii;uied
fier profie oe cxvmemercin] sdantag: sond dhet orvex hear this noeic: and dhe ful] citation
ol Te Lot pege, Copruglis 10 Compons s Cf tho wok ossed by ofiers thas tle
authonts) must o henored. Absimecing whih oredk s permimed. Do copy ccheralse, or
repubdindy, o poad cosevess ur o aediskieie Lo lisls, roguine Svie specilic pvmpsiun
an:loe nfies. Raguest pormedors froes pemiodoe @ac oey,

FOPL L Dacny 23, D14, Sun Doagu, CAL LA

Creyspht in ¢ Ty the ewncofso o thoea) Fublionfion niphis liessed m A0M

ACM 978-1-4303-234-R'1491,, 51500

gl dar et 101852515398 251585 |

Such a scenano can be supportedd vsing auffenteoatid datc
srvcturer (ADS) (5,24, 31 ADS computztions invalve twa roles,
the gprmver and the verifeer The tnimor plays the tale of G peaver.
staring the cata of imterest and answering queriss about it, The
clicnr plays the role of the erificr, pesing queries o the prover
and verslymg hal the retumed results are authanuc, At any ponl
m tme, the verifier bolés caly a shart digess that can de viewed as
summnarizing the current contents of the data; an awhentic copy of
the dagest s provided by the dats owrer. When e vaolier sends
the prover & query, the prover compules the result and returns it
abong, with @ praod thie the retarmed resalt 3s correet; both the pooof
and the tme o peoduce it are Lnear (o the tme 1 compuate the
query rosult The veritier can ancmpt 1o verfy the peoot (in o
finear in the size of the prisel) nong ity carment digest, ol will
accept the retumed result only §f the proof vec.fies, If the verifier is
alyo the dute. provader, the venlicr muy also updae s duty stored
at e prover; in this case, the result is an undated digest and the
aroof shows that this updated digest was computed correctly. ADS
cutnputations e wo propeties. Correamvsy napbes thal whe
both parties execute the protoce] correctly, the proofs given by the
prover verify comrectly and the verifier always reeeives the comrect
resilt. Sevariny’ mplas thil s compotaiionly bounded . malicions
arover cannot fool the verifier it accepting an incorrect resulk,

Authenticared data structures can be waced back 1o Mersde [18]:
the well known Merkls hack rer cm e vieveed s novading, an
authenticated version of a bounded-lenzth arvay. More recently, au-
thenteated versions of dam structures as diverse as sers [23, 27],
dichonures | 112 range trees | 16], praphs [13], skep lises (17, 17]
Betrees (217, hash trees [25), and more [15] bave been propased. In
eacn of these cases, the desagn of the dnta structure, the supporting
aparatons, and hew they can e proved authentic lave been recur-
sidered from scraich, invelvieg a new, potentially tricky proof of
sceunty. Arzuchly, Uns stote of affaws lws binderec the advance-
ment of new dda-structurs designg as previous ideas are not easily
reused or respplied, We believe thut ADS: will make theis way inw
systems wuone often if they beconme easier to build.

This paper prescnts Ae (proncunced “lamdz auth™), a language
for progremming autheaticaimd gl sinsclures. Ae represents s
first eeneic. Janguagze-based approach to building dynamic amther-
demed dara struetares with provable guarantees. The key observa-
aoe uslerlving Ae's deagn s thal, whalever the cala strudurs oo
operaton, the computatiors performed by the prover and verifier
can ke made strucmrally the same: the prover constroets the peoof
al kew ennls whesn execulimg aguary, arcd P venlbier checks o poool
by asiag it to "replay” the query, checking at cach key point thal the
enmpuration 15 sedf-consisient

Ae bnplements this idea usng what we call auihenivered tpes.
writen o7, with cecrcions cutt and unawti for introducing and
climinating volues of an suthenticated typse Using stadond fanc-

IThis preperty is somet mes called soidness but we eschew this won o
avoid confuszom wiltk il susxlend waxge m programmie g kmyguupes.
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OCaml is extended with three new primitives:
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- auth :'a — e'a

- uhauth : e'a = '3
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type tree = Tip of string | Bin of etree x etree

type bit =L | R

let rec fetch (idx:bit list) (t:etree) : string =
match idx, unauth t with

|, Tipa —a

L :: idx, Bin(l,_) — fetch idx |

idx, Bin(_,r) — fetch idx r

R
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e the ideal execution returns v or
e d hash collision occurred.
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To justify the correctness of their approach, they define a core calculus
and show security and correctness:

Security: If the verifier accepts a proof p and returns v then

e the ideal execution returns v or
e d hash collision occurred.

Correctness: If the prover generates a proof p and a result v then
o the ideal execution returns v and
o the verifier accepts p and returns v as well.
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1. A custom compiler frontend imposes development burden.
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Limitations

1. A custom compiler frontend imposes development burden.

2. The compiler implements several optimizations that are not covered by the
security and correctness theorems.

3. The generated data structures are not always as efficient or produce proofs
as compact as hand-written implementations.
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About Blog Publications

BOB ATKEY

Authenticated Data Structures,
as a Library, for Free!

Let's assume that you're querying to some database Published: Tuesday 12th April
stored in the cloud (i.e., on someone else’s computer). Uk

Being of a sceptical mind, you worry whether or not
the answers you get back are from the database you expect. Or is the cloud
lying to you?

Authenticated Data Structures (ADSs) are a proposed solution to this problem.
When the server sends back its answers, it also sends back a "proof” that the
answer came from the database it claims. You, the client, verify this proof. If the
proof doesn't verify, then you’'ve got evidence that the server was lying. If the
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module Merkle
open A

(% ... %)

val fetch :
end
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= functor (A : AUTHENTIKIT) —> struct

path —> tree auth —> string option auth_computation

(% ...
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module Merkle
open A

(% oa. %)

val fetch :
end

module Prover :

= functor (A : AUTHENTIKIT) —> struct

path —> tree auth —-> string option auth_computation = (% ...

AUTHENTIKIT
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module Merkle
open A

(% ... %)

val fetch :
end

module Prover :

-

= functor (A : AUTHENTIKIT) —> struct

path —> tree auth —> stging option auth_computation = (% ...

module Verifier : AUTHENTIKIT

AUTHENTIKIT
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module Ideal

module Merkle
open A

(% ... %)

val fetch :
end

path —> tree auth —> stfing option auth_computation = (% ...

functor (A :

» AUTHENTIKIT

/

AUTHENTIKIT) —> struct

module Verifier : AUTHENTIKIT

module Prover :

AUTHENTIKIT
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This work

- Two logical relations and a proof of security and correctness of the Authentikit
module functor construction in OCaml.

- We address the remaining two limitations:

> We verify several optimizations (as supported by the compiler).

> We show how to safely link manually verified code with code automatically
generated by Authentikit.

 Full mechanization in the Rocqg theorem prover.
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module type AUTHENTIKIT = sig
type 'a auth

(% «.. )

module Serializable : sig
type 'a evidence

(% ... )
end
val auth : 'a Serilalizable.evidence —> 'a —> 'a auth
val unauth : 'a Serializable.evidence —> 'a auth —> "'a auth_computation

end
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module type AUTHENTIKIT = sig
type 'a auth
type 'a auth_computation

val return : 'a —> 'a auth_computation
val bind : 'a auth_computation —> ('a —> 'b auth_computation) —> 'b auth_computation

module Serializable : sig
type 'a evidence

(% ... )
end
val auth : 'a Serilalizable.evidence —> 'a —> 'a auth
val unauth : 'a Serializable.evidence —> 'a auth —> "'a auth_computation

end
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module Merkle = functor (A : AUTHENTIKIT) —> struct

open A

type path = [ 'L | R] list

type tree = [ leaf of string | "node of tree auth *x tree auth]
(% ... %)

(* )

end
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open A

type path = [ 'L | R] list

type tree = [ leaf of string | "node of tree auth *x tree auth]
let tree evi : tree Serializable.evidence = (% ... )

let make_leaf (s : string) : tree auth = auth tree_evi ( leaf s)
let make branch (1 r : tree auth) : tree auth = auth tree evi ( node (1, r))

let rec fetch (p : path) (t : tree auth) : string option auth_computation =
bind (unauth tree evi t) (fun t —>
match p, t with
[1, "~ leaf s —> return (Some s)
"L :: p, node (1, _) — fetch p 1
‘R :: p, node (_, r) — fetch p r
—> return None)

—r

end
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Takeaway

 |In the end, it is not so difficult to prove that one particular client has the
security and correctness property.

- The challenge is to prove that any well-typed client has these properties!

« Authentikit relies on a parametricity property of OCaml’s module system.
In fact, we prove security and correctness as “free” theorems.

- To do this, we define two logical relations.
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Requirements

module type AUTHENTIKIT = sig

type 'a auth

type 'a auth_computation

val return :
val bind

‘a —> 'a auth_computation
'a auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation

module Serializable : sig
type 'a evidence

(% ... )

end

val auth
val unauth :
end

'a Serializable.evidence —> 'a —> 'a auth
‘a Serializable.evidence —> 'a auth —> 'a auth_computation
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ReqUirements moggéﬁ IZ!erkle : MERKLE = functor (A : AUTHENTIKIT) —> struct
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type path = ['L | "R] list
(abstract) type constructors type tree = [ leaf of string | ‘node of tree auth x tree auth]
(* *)
module typ UPPENTAKIT = sig end

/ type 'a auth
/y type 'a auth_co

GbStrOCt typeS val return :
val bind

odule Seria

utation

recursive types

—> 'a auth_computation
auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation
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type 'a evidence

end
val auth
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end
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ReqUirements moggéﬁ IZ!erkle : MERKLE = functor (A : AUTHENTIKIT) —> struct
|

type path = ['L | "R] list
(abstract) type constructors type tree = [ leaf of string | ‘node of tree auth x tree auth]
(% *)
module typ& AUPPENTEKIT = sig end
/ type 'a auth |
/y type 'a auth_congoutation recursive types
GbStrOCt typeS val return : '§ —> 'a auth_computation

val bind auth_computation —> (‘a —> 'b auth_computation) —> ‘b auth_computation

odule SeriaWizable : sig
type 'a evidence

(k *)
end
state
val auth : 'a Serializable.evidence —> ' —> 'a auth
val unauth : 'a Serializable.evidence —> 'g auth —> 'a auth_computation
end
| i . , module Prover : AUTHENTIKIT
polymorphnism (higher-order) functions
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Our approach: “logical” logical relations

To show security and correctness we
1. Define Collision-Free Separation Logic (in Iris).
2. Define binary and ternary logical relations for security and correctness.

3. Show implementations of the Prover, Verifier, and Ildeal inhabit the model.
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Theorem (Security)
If e is a program parameterized by an Authentikit implementation, i.e.,

@ = e : Vauth, auth_comp . Authentikit auth auth_comp — auth_comp 7
then for all proofs p, it

e instantiated with Verifier accepts p and returns v

then

. e instantiated with Ideal returns v or

« a hash collision occurred
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Theorem (Correctness)
If e is a program parameterized by an Authentikit implementation, i.e.,

@ e : Vauth, auth_comp . Authentikit auth auth_comp — auth_comp 7

then if

e instantiated with Prover produces a proof p and returns v

then

. ¢ instantiated with Verifier accepts p and returns v and

. ¢ instantiated with Ideal returns v as well.
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Theorem (Correctness)
If e is a program parameterized by an Authentikit implementation, i.e.,

@ e : Vauth, auth_comp . Authentikit auth auth_comp — auth_comp 7

then if

e instantiated with Prover produces a proof p and returns v

then

. ¢ instantiated with Verifier accepts p and returns v and

e instantic This proof requires prophecy variables!

Come talk to me later if you want to know more.
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Stﬂmary

 Authentikit is a library for implementing ADSs generically.

- Two logical-relations models and a proof of security and correctness of the
Authentikit module functor construction in OCaml.

>~ We verify several optimizations.

> We show how to safely link manually verified code with code automatically
generated using Authentikit.

 Full mechanization in the Rocqg theorem prover.

https://arxiv.org/abs/2501.10802
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[hat’s it, folks -




type proof = string Llist

module Prover : AUTHENTIKIT =
type 'a auth = 'a *x string
type 'a auth_computation =

() —> proof * 'a
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module Prover : AUTHENTIKIT =
type 'a auth = 'a *x string
type 'a auth_computation =

let return a () ([1, a)
let bind ¢ f =
let (prf, a)
let (prf', b)

= ) in
(prf @ prf', b;

c (
f a () in

module Serializable

() —> proof * 'a

struct

type 'a evidence = 'a —> string

(%X +.. %)
end

(% ... )

end
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type proof = string list

module Prover : AUTHENTIKIT =
type 'a auth = 'a *x string

type 'a auth_computation = () —> proof * 'a

let return a () ([1, a)
let bind ¢ f =
let (prf, a)
let (prf', b)

= ) in
(prf @ prf', b;

c (
f a () in

module Serializable struct
type 'a evidence = 'a —> string

(% ... )
end

let auth evi a = (a, hash (evi a))

let unauth evi (a, _) () = ([evi al], a)

end

24



module Verifier : AUTHENTIKIT =
type 'a auth = string
type 'a auth_computation =
proof —> [0k of proof x 'a | "ProofFailure]

end
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module Verifier : AUTHENTIKIT =
type 'a auth = string
type 'a auth_computation =
proof —> [0k of proof x 'a | ‘ProofFailure]

let return a prf
let bind ¢ T prf
match c prf with
| "ProofFailure —> "ProofFailure
| "0k (prf', a) —> f a prf'

"0k (prf, a)

module Serializable = struct
type 'a evidence =

{ serialize : 'a —> string; deserialize : string —> 'a option }
(% ... %)
end
(% *)

end
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module Verifier : AUTHENTIKIT =
type 'a auth = string
type 'a auth_computation =
proof —> [0k of proof x 'a | ‘ProofFailure]
let return a prf = "0k (prf, a)
let bind ¢ T prf
match c prf with
| "ProofFailure —> "ProofFailure
| "0k (prf', a) —> f a prf'

module Serializable = struct
type 'a evidence =
{ serialize : 'a —> string; deserialize : string —> 'a option }

(% ... )
end

let auth evi a = hash (evi.serialize a)
let unauth evi h prf =
match prf with
| p :: ps when hash p = h —
match evi.deserialize p with
| None —> 'ProofFailure
| Some a —> "0k (ps, a)
| _ —> 'ProofFailure
end
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module Ideal : AUTHENTIKIT
type 'a auth = 'a
type 'a auth_computation

let return a () = a

let bind a f () = f (a ())
(% ... )

let auth a = a

let unauth a () = a

end

struct

() —> 'a

26



Reminder Ve
A2 = AP2
A A
STLC: terms can depend on terms, AW - APw
. x:0kFe:7 A_,/ .,;\p/

I'HFAx.e:0—-> 1

System F: terms can depend on types,

O,a|ll'Fe:7
O|I'+FAa.e:Va.rt

System [_: types can depend on types,

OF7=0 O|I'Fe:o
O|I'Fe:7 ®F (la.1)o = 7|o/a]
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The Fref language

Kii=%|k=>«k
Ti=al|lla:k.t|Tt7T|C

c::=...\X\+\—>|ref\VKHK‘ﬂK

(kinds)

(types)

(constructors)
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The Fref language

K. =% |K=>K

T .

C ..

=a|la:k.t|t7|C

X+ = et [V | 3|

..|recfx=e| Ae| pack v
.. | hash e

(kinds)

(types)

(constructors)

(values)

(expressions)
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The Fref language

K. =% |K=>K (kinds)
tTi=al|llak.t|TT]|C (types)
cu=..|X|+|—>|ret|V |3 |u (constructors)
vi=...|lrecfx=e| Ae| pack v (values)
e ;= ... | hashe (expressions)

We write, e.g., Va : k.ttomean V_(la : k.7) and t; X 7, for X 7, 7,
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Authentikit in Fe!

module type AUTHENTIKIT = sig
type 'a auth
type 'a auth_computation

1 t : 'a —> th tati oo
val bind  : 'a auth computation o> AUTHENTIKIT £ Jauth,m : * = * . Authentikit auth m
(‘a —> 'b auth_computation) —> o
'b auth_computation Authentikit = dauth,m : * = * .
module Serializable : sig (Va:%x.a—> ma) X
type 'a evidence
val auth : 'a auth evidence (Va,fp: % .ma— (a—>mf) > mp)X
val pair : 'a evidence —> 'b evidence -> ('a * 'b) evidence
val sum : 'a evidence —> 'b evidence —> .
["left of 'a | "right of 'b] evidence .
val string : string evidence
val 1int : 1nt evidence _
end (Va : % .evia = a — autha) X
val auth : 'a Serializable.evidence —> 'a —> 'a auth (Va : % .evia — autha - ma)
val unauth : 'a Serializable.evidence —>

‘a auth —> 'a auth_computation
end

29



Collision-free reasoning

We define relational Collision-Free Separation Logic (CF-SL) on top of Iris.
{P} e ~ e {0}
CF-SL statements hold “up to” hash collision:

given P holds for the initial state,

it e, evaluates to v; and e, evaluates to v,

then Q(v,, v,) holds or a hash collision occurred.

30



CO“iSiOn-'I Security: If the verifier accepts a proof p and returns v then

— e the ideal execution returns v or
e d hash collision occurred.

We define relational Collision-Free Separation Logic (CF-SL) on top of Iris.
{P} e ~ e {0}
CF-SL statements hold “up to” hash collision:

given P holds for the initial state,

it e, evaluates to v; and e, evaluates to v,

then Q(v,, v,) holds or a hash collision occurred.
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CF-SL

CF-SL satisfies all the standard program-logic rules but introduces a new
proposition hashed(s) satisfying

{P x hashed(s)} hash(s) ~ e, {O} collision(sy, s»)

{P} hash s ~ e, {O} hashed(s;) * hashed(s,) - False
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Security

To show security of Authentikit, we use CF-SL to define a logical relation
O|I'Fe ~e:71
and show

. fO|I'Fe:tthen® | I'Ee~e:7

2. If® | ' E e ~e,: tthen e, and e, are secure (as verifier and ideal)

3. @ | @ E Authentikity ~ Authentikit; : AUTHENTIKIT

32



Logical relation, sketch

Intuitively, the judgment @ | & E e; ~ e, : T means

{Truete; ~ e {71}

where [[7]] : Val X Val — IProp is an interpretation of types. E.g.

[[N]](Vsz) é dn = N.Vl :V2:n

l7; = o (v, vy) 2 Vwi,wy. Lz Iw, wy) vy wy ~ vy wyo {5 11}
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Security proof

The main work is to show

|Authentikit auth m|(Authentikity, Authentikit;)

The challenging part is finding the right interpretation of the type variables.

|[a Uth (A) (V1 : V2)
[m](4)(vi,v2)

onst (ula Mz)

[|>
L1

[|>

[|>

a,t.vi = hash(serialize,(a)) * A(a,v,) * hashed(serialize;(a))

Vp.{isProof(p)} vi p ~ v2 () {Opost }

U = None V (E

ai,p’.u; = Some(p’, ay) x isProof (p') * A(a,uy))
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Optimizations of Authentikit

module Verifier : AUTHENTIKIT =
type 'a auth_computation =
pfstate —> [ 0Ok of pfstate *x 'a | ProofFailure]

(% ... %)
» Proof accumulator
let unauth evi h pf =
match Map.find_opt h pf.cache with
. | None —>
¢ PrOOf'reuse bUﬁerlng match pf.pf_stream with
| [1 —> “ProofFailure
| p :: ps when hash p = h —
. match evi.deserialize p with
+ Heterogeneous buffering | None —> "ProofFailure
ome a —>
"0k ({pf_stream = ps;
. cache = Map.add h p pf.cache}, a)
. Stateful buffering g o7 ProofFailure
match evi.deserialize p with
| None —> "ProofFailure
| Some a —> "0k (pf, a)

end
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Manual client proofs

The naive implementation of Authentikit does
not emit optimal proofs, e.g.,

lookup([R, L], to) = ([(h1, h2), (hs, he), s5], Ss5)

Instead, we can manually implement and hash(hsha)
“semantically type” the optimal strategy:

[ path — auth tree — m (option string) [|(fetchy, fetch;)
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