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Program verification techniques need to handle randomness!



Many PL successes!

Randomized algorithms 
− Union-bound logic (aHL): upper bound error probabilities 
− Ellora: polynomial identity testing, random walks, concentration bounds, … 
− Caesar/HeyVL: weakest pre-expectation reasoning for pGCL 

Differential privacy 
− apRHL: Laplace & Gaussian mechanisms, Sparse Vector, Above Threshold 
− Fuzz/DFuzz/Duet/LightDP: types for DP, automated proofs 

Cryptographic security 
EasyCrypt/CryptHOL: OAEP, Cramer–Shoup, FDH signatures, ElGamal, constant-time 
MEE-CBC, HMAC, KEM-DEM, PRF-based encryption, …
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Separation logic at scale 

• medium programs (>4k LoC) 

• sophisticated languages 

• concurrency/distributed 

• modular reasoning

Can we bridge these two worlds?



An ongoing effort to extend modern separation logic with probabilistic reasoning. 

• Relational reasoning: Clutch [POPL24], Approxis [POPL25], Foxtrot [PLDI26] 
• Differential privacy: Clutch-DP [PLDI26] 
• Expected cost: Tachis [OOPSLA24] 
• Almost-sure termination: Caliper [ICFP24] 
• Error bounding: Eris [ICFP24, CPP26], Coneris [ICFP25], Cont. Eris [LICS26] 

All results mechanized in the Rocq prover on top of the Iris framework.
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Our goal: establishing end-to-end security of cryptographic protocols.
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Decisional Diffie-Hellman assumption

Fix a finite cyclic group  with generator . The two distributions 

•  for uniformly and independently chosen  

•  for uniformly and independently chosen  

 are computationally indistinguishable in the security parameter . 

G g

(ga, gb, gab) a, b ∈ {0,1,…, |G |}

(ga, gb, gc) a, b, c ∈ {0,1,…, |G |}

n = log |G |
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Statistical reasoning

Many cryptographic constructions rely on “bad events” happening only with a 
small probability, such as key or nonce collisions.
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(relies on, e.g., a birthday bound like  )ε ≤
q(q − 1)
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Pen-and-paper security proofs

The Universal Composability (UC) framework by Ran Canetti is the de-facto 
gold standard for specifying protocols and security. 

• Protocols remain secure under “arbitrary composition”. 

• Protocols are analyzed by decomposing them into simpler sub-protocols. 

• Follows the real/ideal paradigm. 

ENV(PROTOCOL) ≈ ENV(SIMULATOR(IDEAL))

11

Ran Canetti, BU



This work

• Effect handlers allow us to capture UC-style functionalities programmatically. 

• Security is an (approximate) equivalence of effect-handler programs. 

• The adversary-controlled network becomes an unknown program. 

We know how to reason about all that stuff!
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Key observation
The interaction between the different UC entities can be captured using effects! 

Effects may correspond to entire sub-protocols, but we will we interpret them in 
different ways when stating protocol security.
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Informal concept mapping

• Protocols and functionalities become 
effect handling contexts. 

• Functionalities are invoked using effects.  

• Leakage correspond to effects that 
propagate to the environment.
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For the sake of this talk: 

• Deep handlers 
• One-shot continuations
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| effect recv from, k →
let r = do recv from in k r

20

<latexit sha1_base64="zR1GpW/SS4uXDaiJJFwvvHvUKrk="></latexit>

FKE f ↭
let l = ref None in
handle f () with
| effect getKey Alice, k →

do send (0, Bob);
let c = sample_or_read l in
let key = exp g c in
let r = do recv Bob in
match r with
| None → k None
| Some _ → k (Some key)

| effect getKey Bob, k →
let r = do recv Alice in
match r with
| None → k None
| Some _ →
do send (0, Alice);
match !l with
| None → k None
| Some c →

let key = exp g c in
k (Some key)



DHKE using effects and handlers

We now have all the program components to state the DHKE security theorem. 

Formally, we show that the distinguishing advantage  

  

is small for any computationally bounded .
<latexit sha1_base64="rhVRsaSef4wCnVjDaOEHCu/1OQc=">AAACQnicbVDLSsNAFJ34rPXV6tJNtAiuSiJSXRbcuJIK9oFpKJPpTTt0kgkzE7GEfIZb/Rl/wl9wJ25dOGkjmNYDA4dz7uWeOV7EqFSW9W6srK6tb2yWtsrbO7t7+5XqQUfyWBBoE8646HlYAqMhtBVVDHqRABx4DLre5Drzu48gJOXhvZpG4AZ4FFKfEqy05PQDrMYEs+QhHVRqVt2awVwmdk5qKEdrUDWO+0NO4gBCRRiW0rGtSLkJFooSBmm5H0uIMJngETiahjgA6SazzKl5qpWh6XOhX6jMmfp3I8GBlNPA05NZRrnoZeJ/nhMr/8pNaBjFCkIyP+THzFTczAowh1QAUWyqCSaC6qwmGWOBidI1Fa78Fln4SUIFlenCHPeKCjzhIGIgs1LtxQqXSee8bjfqjbuLWvM2r7eEjtAJOkM2ukRNdINaqI0I4ugZvaBX4834MD6Nr/noipHvHKICjO8fEa+ySw==</latexit>Z

21

<latexit sha1_base64="A3sDtJ7feVgHDXIMG/Oco0x8W90="></latexit>

Adv(Z,FAUTH → ωDHKE,SDHKE → FKE)



DHKE using effects and handlers

We now have all the program components to state the DHKE security theorem. 

Formally, we show that the distinguishing advantage  

  

is small for any computationally bounded .
<latexit sha1_base64="rhVRsaSef4wCnVjDaOEHCu/1OQc=">AAACQnicbVDLSsNAFJ34rPXV6tJNtAiuSiJSXRbcuJIK9oFpKJPpTTt0kgkzE7GEfIZb/Rl/wl9wJ25dOGkjmNYDA4dz7uWeOV7EqFSW9W6srK6tb2yWtsrbO7t7+5XqQUfyWBBoE8646HlYAqMhtBVVDHqRABx4DLre5Drzu48gJOXhvZpG4AZ4FFKfEqy05PQDrMYEs+QhHVRqVt2awVwmdk5qKEdrUDWO+0NO4gBCRRiW0rGtSLkJFooSBmm5H0uIMJngETiahjgA6SazzKl5qpWh6XOhX6jMmfp3I8GBlNPA05NZRrnoZeJ/nhMr/8pNaBjFCkIyP+THzFTczAowh1QAUWyqCSaC6qwmGWOBidI1Fa78Fln4SUIFlenCHPeKCjzhIGIgs1LtxQqXSee8bjfqjbuLWvM2r7eEjtAJOkM2ukRNdINaqI0I4ugZvaBX4834MD6Nr/noipHvHKICjO8fEa+ySw==</latexit>Z
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<latexit sha1_base64="A3sDtJ7feVgHDXIMG/Oco0x8W90="></latexit>

Adv(Z,FAUTH → ωDHKE,SDHKE → FKE)

<latexit sha1_base64="bjNELWtSX6gG/skSb5CgaXbrnJg="></latexit>

Adv(Z, e, e→) ↭ |Prexec(Z(e))[true]→ Prexec(Z(e→))[true]|



Security of DHKE

22



Security of DHKE

We need to show that 
<latexit sha1_base64="yWpIXKpSeP58Bd6B/teFQo0DSAU="></latexit>

Adv(Z,RDHKE, IDHKE)

is small. We do by a reduction to the DDH assumption:

22
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Security of DHKE

We need to show that 
<latexit sha1_base64="yWpIXKpSeP58Bd6B/teFQo0DSAU="></latexit>

Adv(Z,RDHKE, IDHKE)

is small. We do by a reduction to the DDH assumption:
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<latexit sha1_base64="OfmCZXqUbi0nulOX8m9p0xWBzUo="></latexit>

DHreal () ↭
let a = rand |G| in
let b = rand |G| in
(exp g a, exp g b, exp g (a * b))

<latexit sha1_base64="5pzycP6m0Z0C+CcJJxqkA+cHszg="></latexit>

DHideal () ↭
let a = rand |G| in
let b = rand |G| in
let c = rand |G| in
(exp g a, exp g b, exp g c)



Security of DHKE

To do so, it suffices to show 

        and        
<latexit sha1_base64="OSfqzBRGq7jZkAHz1AqC+LfbNOY="></latexit>

RDHKE →ctx C[DHreal]
<latexit sha1_base64="E35y7j99Cejd7If7VNF/5PE87p4="></latexit>

IDHKE →ctx C[DHideal]

23



To complete the proof: 

- Assume there exists an adversary  that can distinguish our REAL/IDEAL. 

- Using the two equations,  can then distinguish                    and 

- But that means  can distinguish the DDH games! (assuming  is PPT)

<latexit sha1_base64="gbMRzgbL955MmGWgILHWdkrJILs=">AAACQnicbVDLSsNAFJ34rPXV6tJNtAiuSiJSXVbc6K6CfUAaymR60w6dZMLMRCwhn+FWf8af8BfciVsXTtoIpvXAwOGce7lnjhcxKpVlvRsrq2vrG5ulrfL2zu7efqV60JE8FgTahDMueh6WwGgIbUUVg14kAAceg643ucn87iMISXn4oKYRuAEehdSnBCstOf0AqzHBLLlOB5WaVbdmMJeJnZMaytEaVI3j/pCTOIBQEYaldGwrUm6ChaKEQVruxxIiTCZ4BI6mIQ5Ausksc2qeamVo+lzoFypzpv7dSHAg5TTw9GSWUS56mfif58TKv3ITGkaxgpDMD/kxMxU3swLMIRVAFJtqgomgOqtJxlhgonRNhSu/RRZ+klBBZbowx72iAk84iBjIrFR7scJl0jmv24164/6i1rzL6y2hI3SCzpCNLlET3aIWaiOCOHpGL+jVeDM+jE/jaz66YuQ7h6gA4/sH4lKyLQ==</latexit>

A
<latexit sha1_base64="gbMRzgbL955MmGWgILHWdkrJILs=">AAACQnicbVDLSsNAFJ34rPXV6tJNtAiuSiJSXVbc6K6CfUAaymR60w6dZMLMRCwhn+FWf8af8BfciVsXTtoIpvXAwOGce7lnjhcxKpVlvRsrq2vrG5ulrfL2zu7efqV60JE8FgTahDMueh6WwGgIbUUVg14kAAceg643ucn87iMISXn4oKYRuAEehdSnBCstOf0AqzHBLLlOB5WaVbdmMJeJnZMaytEaVI3j/pCTOIBQEYaldGwrUm6ChaKEQVruxxIiTCZ4BI6mIQ5Ausksc2qeamVo+lzoFypzpv7dSHAg5TTw9GSWUS56mfif58TKv3ITGkaxgpDMD/kxMxU3swLMIRVAFJtqgomgOqtJxlhgonRNhSu/RRZ+klBBZbowx72iAk84iBjIrFR7scJl0jmv24164/6i1rzL6y2hI3SCzpCNLlET3aIWaiOCOHpGL+jVeDM+jE/jaz66YuQ7h6gA4/sH4lKyLQ==</latexit>

A
<latexit sha1_base64="+jgLt55sOQ/+SiIQPJGncrMrMeY=">AAACS3icbVDLSgMxFM1Uq7W+2rp0Ey2CqzIjUl1WutFdBfuAzlAy6Z02NPMgyUjLML/iVn/GD/A73IkL04fgtB4IHM65l3ty3IgzqUzzw8htbed3dgt7xf2Dw6PjUrnSkWEsKLRpyEPRc4kEzgJoK6Y49CIBxHc5dN1Jc+53n0FIFgZPahaB45NRwDxGidLSoFSxfaLGlPDkLrUpExQ3B6WqWTMXwJvEWpEqWqE1KBtn9jCksQ+BopxI2bfMSDkJEYpRDmnRjiVEhE7ICPqaBsQH6SSL8Cm+0MoQe6HQL1B4of7dSIgv5cx39eQ8qlz35uJ/Xj9W3q2TsCCKFQR0eciLOVYhnjeBh0wAVXymCaGC6ayYjokgVOm+Mld+G838JGGCyXRtLnSzCkyJH3GQqS7VWq9wk3Suala9Vn+8rjYeVvUW0Ck6R5fIQjeoge5RC7URRVP0gl7Rm/FufBpfxvdyNGesdk5QBrn8D+cStAU=</latexit>

A → C
<latexit sha1_base64="+jgLt55sOQ/+SiIQPJGncrMrMeY=">AAACS3icbVDLSgMxFM1Uq7W+2rp0Ey2CqzIjUl1WutFdBfuAzlAy6Z02NPMgyUjLML/iVn/GD/A73IkL04fgtB4IHM65l3ty3IgzqUzzw8htbed3dgt7xf2Dw6PjUrnSkWEsKLRpyEPRc4kEzgJoK6Y49CIBxHc5dN1Jc+53n0FIFgZPahaB45NRwDxGidLSoFSxfaLGlPDkLrUpExQ3B6WqWTMXwJvEWpEqWqE1KBtn9jCksQ+BopxI2bfMSDkJEYpRDmnRjiVEhE7ICPqaBsQH6SSL8Cm+0MoQe6HQL1B4of7dSIgv5cx39eQ8qlz35uJ/Xj9W3q2TsCCKFQR0eciLOVYhnjeBh0wAVXymCaGC6ayYjokgVOm+Mld+G838JGGCyXRtLnSzCkyJH3GQqS7VWq9wk3Suala9Vn+8rjYeVvUW0Ck6R5fIQjeoge5RC7URRVP0gl7Rm/FufBpfxvdyNGesdk5QBrn8D+cStAU=</latexit>

A → C

<latexit sha1_base64="KXJ3KIFJ2PGkyGa26npOYl+U4Ss=">AAACU3icbVBNSwJBGJ7drMyytG51mZKgk+xGWEfBDnYzyA/QRWbHVx2a/WBmNpRloV/Ttf5Mh35Ll8Z1g9QeGHh4nvdj3scNOZPKsr4Mcyu3vbOb3yvsHxQPj0rl444MIkGhTQMeiJ5LJHDmQ1sxxaEXCiCey6HrPjcWfvcFhGSB/6TmITgemfhszChRWhqWThv9gYKZ7ozvm8kw5bEewBNnWKpYVSsF3iR2RiooQ2tYNs4Ho4BGHviKciJl37ZC5cREKEY5JIVBJCEk9JlMoK+pTzyQTpwekeBLrYzwOBD6+Qqn6t+OmHhSzj1XV3pETeW6txD/8/qRGt85MfPDSIFPl4vGEccqwItE8IgJoIrPNSFUMP1XTKdEEKp0bitbfpNduSRmgslkrS5wVxWYES/kIBMdqr0e4SbpXFftWrX2eFOpP2Tx5tEZukBXyEa3qI6aqIXaiKJX9Ibe0YfxaXybpplblppG1nOCVmAWfwABOLYh</latexit>

C[DHreal]
<latexit sha1_base64="2rDx96kyaMfH6FGLq7F2GHjvpDs=">AAACVHicbVBNT8JAFNwWUURF0COXKjHxRFpj0CMJHvCGiXwkpSHb5QEbth/Z3RpI04O/xqv+GRP/iweXUhMBJ9lkMjMvb9+4IaNCmuaXpuf28vsHhcPi0fFJ6bRcOeuJIOIEuiRgAR+4WACjPnQllQwGIQfsuQz67ry18vsvwAUN/Ge5DMHx8NSnE0qwVNKoXG3ZQwkLNRk/tJNRymM6BswSZ1SumXUzhbFLrIzUUIbOqKJdDMcBiTzwJWFYCNsyQ+nEmEtKGCTFYSQgxGSOp2Ar6mMPhBOnVyTGlVLGxiTg6vnSSNW/EzH2hFh6rkp6WM7EtrcS//PsSE7unZj6YSTBJ+tFk4gZMjBWlRhjyoFItlQEE07VXw0ywxwTqYrb2PJb7cYlMeVUJFu5wN1UYIG9kIFIVKnWdoW7pHdTtxr1xtNtrfmY1VtAVXSJrpGF7lATtVEHdRFBr+gNvaMP7VP71nN6fh3VtWzmHG1AL/0A12S2hg==</latexit>

C[DHideal]

Security of DHKE

To do so, it suffices to show 

        and        
<latexit sha1_base64="OSfqzBRGq7jZkAHz1AqC+LfbNOY="></latexit>

RDHKE →ctx C[DHreal]
<latexit sha1_base64="E35y7j99Cejd7If7VNF/5PE87p4="></latexit>

IDHKE →ctx C[DHideal]
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Reduction

24

<latexit sha1_base64="zGuVNj+YTEAnIJ1PKt644KEQQTw="></latexit>

Red DH f ↭
let (A, B, C) = DH () in

let flag = ref false in

handle f () with

| effect getKey Alice, k →
flag := true;

do send (A, Bob);

let r = do recv Bob in

match r with

| None → k None

| Some _ → k (Some C)

end

| effect getKey Bob, k →
let r = do recv Alice in

match r with

| None → k None

| Some _ →
do send (B, Alice);

if !flag then k (Some C)

else k None



Reduction

24

<latexit sha1_base64="zGuVNj+YTEAnIJ1PKt644KEQQTw="></latexit>

Red DH f ↭
let (A, B, C) = DH () in

let flag = ref false in

handle f () with

| effect getKey Alice, k →
flag := true;

do send (A, Bob);

let r = do recv Bob in

match r with

| None → k None

| Some _ → k (Some C)

end

| effect getKey Bob, k →
let r = do recv Alice in

match r with

| None → k None

| Some _ →
do send (B, Alice);

if !flag then k (Some C)

else k None

“the hole”



Key takeaways

• Effect handlers allow us to model UC-style functionalities programmatically. 

• We turn protocol security into a question of (approximate) equivalence of well-
understood programming constructs. 

• The (adversary-controlled) network is “just” an unknown program! 

We know how to reason about all that stuff!

25



Plan 

1. Define RandMLEf, an ML-like language with effect and handlers, and a 
probabilistic uniform sampling construct. 

2. Develop a probabilistic relational separation logic for reasoning about 
RandMLEff programs. 

To reason about “unknown” code: 

3. Equip RandMLEff with a type-and-effect system. 

4. Define a logical-relations model of the RandMLEff type systems and show the 
fundamental theorem of logical relations.

26



The RandMLEff language
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The RandMLEff language

27

<latexit sha1_base64="B2heMqm5jKw+BMTJwgeC9kUQAsY="></latexit>

step(randN,ω)(n,ω) ↭
{

1
N+1 for n → {0, 1, . . . , N},
0 otherwise.

To define the semantics of RandMLEff, we define a single-step distribution, eg



The RandMLEff language

27

<latexit sha1_base64="/CBjoILWlKQGc7HOyi/Bl0ES4Hs="></latexit>

exec0(e,ω)(v) ↭
{
1 if e →Val ↑ e = v,

0 otherwise.

execm+1(e,ω)(v) ↭
{
1 if e →Val and e = v,
∑

c→Cfg step(e,ω)(c) · execm(c)(v) otherwise.

exec(c)(v) ↭ limn↑↓ execn(c)(v)

<latexit sha1_base64="B2heMqm5jKw+BMTJwgeC9kUQAsY="></latexit>

step(randN,ω)(n,ω) ↭
{

1
N+1 for n → {0, 1, . . . , N},
0 otherwise.

To define the semantics of RandMLEff, we define a single-step distribution, eg

Next, we define n steps of execution and take the limit.



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
 

28

<latexit sha1_base64="4uG4L33/43Y5S7CtxP+lFVNcNJg="></latexit>

P,Q → iProp ::= True | False | P ↑Q | P ↓Q | P ↔ Q | ↗x. P | ↘x. P | P ≃ Q |
P ≃ Q | P | ω ⇐⇒ v | ω ⇐⇒s v | ε ϑ⇒ (N,ϖn) | ε ϑ⇒s (N,ϖn) |
!(ϱ) | e1 ↭ e2 ⇑L⇓ {v1, v2. P} | . . .



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
 

28

<latexit sha1_base64="4uG4L33/43Y5S7CtxP+lFVNcNJg="></latexit>

P,Q → iProp ::= True | False | P ↑Q | P ↓Q | P ↔ Q | ↗x. P | ↘x. P | P ≃ Q |
P ≃ Q | P | ω ⇐⇒ v | ω ⇐⇒s v | ε ϑ⇒ (N,ϖn) | ε ϑ⇒s (N,ϖn) |
!(ϱ) | e1 ↭ e2 ⇑L⇓ {v1, v2. P} | . . .

invariants



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
 

28

<latexit sha1_base64="4uG4L33/43Y5S7CtxP+lFVNcNJg="></latexit>

P,Q → iProp ::= True | False | P ↑Q | P ↓Q | P ↔ Q | ↗x. P | ↘x. P | P ≃ Q |
P ≃ Q | P | ω ⇐⇒ v | ω ⇐⇒s v | ε ϑ⇒ (N,ϖn) | ε ϑ⇒s (N,ϖn) |
!(ϱ) | e1 ↭ e2 ⇑L⇓ {v1, v2. P} | . . .

invariants
LHS points-to



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
 

28

<latexit sha1_base64="4uG4L33/43Y5S7CtxP+lFVNcNJg="></latexit>

P,Q → iProp ::= True | False | P ↑Q | P ↓Q | P ↔ Q | ↗x. P | ↘x. P | P ≃ Q |
P ≃ Q | P | ω ⇐⇒ v | ω ⇐⇒s v | ε ϑ⇒ (N,ϖn) | ε ϑ⇒s (N,ϖn) |
!(ϱ) | e1 ↭ e2 ⇑L⇓ {v1, v2. P} | . . .

invariants
LHS points-to

RHS points-to



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
 

28

<latexit sha1_base64="4uG4L33/43Y5S7CtxP+lFVNcNJg="></latexit>

P,Q → iProp ::= True | False | P ↑Q | P ↓Q | P ↔ Q | ↗x. P | ↘x. P | P ≃ Q |
P ≃ Q | P | ω ⇐⇒ v | ω ⇐⇒s v | ε ϑ⇒ (N,ϖn) | ε ϑ⇒s (N,ϖn) |
!(ϱ) | e1 ↭ e2 ⇑L⇓ {v1, v2. P} | . . .

invariants
LHS points-to

RHS points-to

presampling tapes



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
 

28

<latexit sha1_base64="4uG4L33/43Y5S7CtxP+lFVNcNJg="></latexit>

P,Q → iProp ::= True | False | P ↑Q | P ↓Q | P ↔ Q | ↗x. P | ↘x. P | P ≃ Q |
P ≃ Q | P | ω ⇐⇒ v | ω ⇐⇒s v | ε ϑ⇒ (N,ϖn) | ε ϑ⇒s (N,ϖn) |
!(ϱ) | e1 ↭ e2 ⇑L⇓ {v1, v2. P} | . . .

invariants
LHS points-to

RHS points-to

presampling tapes
error credits



ClutchEff

To reason about RandMLEff programs, we define ClutchEf, a probabilistic 
relational separation logic. 
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invariants
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ClutchEff (cont’d)

Theorem (Adequacy) 

 

Equivalence implies the total variation distance is bounded by    if   

<latexit sha1_base64="L5I2dWnSXyOL06uMJ7Naz+zEkPQ="></latexit>

Let ω →Val ↑Val and ε ↓ [0, 1]. If

<latexit sha1_base64="Pw/TPT47l6wTq1MYghNs3nIk5CM=">AAACQnicbVDLSsNAFJ3UV62vVpduokVwVRKR6rLgRncVbC2koUymt+3QyUyYmRRLyGe41Z/xJ/wFd+LWhdM2gmk9MHA451zunRNEjCrtOO9WYW19Y3OruF3a2d3bPyhXDttKxJJAiwgmZCfAChjl0NJUM+hEEnAYMHgMxjcz/3ECUlHBH/Q0Aj/EQ04HlGBtJK87wRIiRZngvXLVqTlz2KvEzUgVZWj2KtZJty9IHALXhGGlPNeJtJ9gqSlhkJa6sYIIkzEegmcoxyEoP5nfnNpnRunbAyHN49qeq38nEhwqNQ0DkwyxHqllbyb+53mxHlz7CeVRrIGTxaJBzGwt7FkBdp9KIJpNDcFEUnOrTUZYYqJNTbktv0XmfpJQSVW6lBNBXoEnHEYMVGpKdZcrXCXti5pbr9XvL6uNu6zeIjpGp+gcuegKNdAtaqIWIkigZ/SCXq0368P6tL4W0YKVzRyhHKzvHzrisl0=</latexit>ω

29

<latexit sha1_base64="2bhRId+UjR0C9qUhSY5Gjac/gjU="></latexit>

!(ω) → e1 ↭ e2 ↑↓↔ {ε}
<latexit sha1_base64="A6cNg+PGoWgu98B1E1zsQbS4tRs="></latexit>

then exec(e1,ω1) ↭ω exec(e2,ω2) : ε for all ω1 and ω2.

<latexit sha1_base64="0nL/qkSgD9fSusoyJzxh0aXzGI0=">AAACS3icbVDLSsNAFL2p1vej1aWb0SLopiQuqhtBcKM7BatCE8pkcmMHJw9nJmIJAb/Erf6MH+B3uBMXTloFUz0wcDjnXO6d46eCK23bb1Ztaro+Mzs3v7C4tLyy2miuXaokkwy7LBGJvPapQsFj7GquBV6nEmnkC7zyb49L/+oepeJJfKGHKXoRvYl5yBnVRuo31tx7KtMBJy7eBRiSncPdfqNlt+0RyF/ifJPW0e4jlDjrN61NN0hYFmGsmaBK9Rw71V5OpeZMYLHgZgpTym7pDfYMjWmEystHxxdk2ygBCRNpXqzJSP09kdNIqWHkm2RE9UBNeqX4n9fLdHjg5TxOM40xGy8KM0F0QsomSMAlMi2GhlAmubmVsAGVlGnTV2XLT6OVn+RcclVM5BK/quADjVKBqjClOpMV/iWXe22n0+6cm3ZPYYw52IAt2AEH9uEITuAMusDgAZ7gGV6sV+vd+rA+x9Ga9T2zDhXU6l8TSLQw</latexit>

ω ↭ (=)



ClutchEff (cont’d)

The relational program logic 

consists of three kinds of reasoning rules: 

1. rules for relating higher-order imperative programs (ReLoC), 

2. rules for relating effects and handlers (blaze [de Vilhena et al. POPL’26]), 

3. rules for relating probabilistic sampling (Clutch/Approxis).

30

<latexit sha1_base64="A9bozqD0tEpwwGHiUwNuTS1qwuU="></latexit>

e1 ↭ e2 →L↑ {!}



ClutchEff - effects and handlers (blaze)

Intuitively, 

 

says that  and  can be plugged into all contexts  and  that validate the 
relational theory  such that 

 

Morally,  is a set of “assumed relational specifications”.

<latexit sha1_base64="A9bozqD0tEpwwGHiUwNuTS1qwuU="></latexit>

e1 ↭ e2 →L↑ {!}

e1 e2 K1 K2
<latexit sha1_base64="eCqMsGQ7GSNIrAIEYox+eDPLYHU=">AAACQnicbVDLSsNAFJ34rPXV6tJNtAiuSiJSXRbcKLioYB+QhjKZ3rRDJ5kwMxFLyGe41Z/xJ/wFd+LWhZM2gmk9MHA4517umeNFjEplWe/Gyura+sZmaau8vbO7t1+pHnQkjwWBNuGMi56HJTAaQltRxaAXCcCBx6DrTa4zv/sIQlIePqhpBG6ARyH1KcFKS04/wGpMMEvu0kGlZtWtGcxlYuekhnK0BlXjuD/kJA4gVIRhKR3bipSbYKEoYZCW+7GECJMJHoGjaYgDkG4yy5yap1oZmj4X+oXKnKl/NxIcSDkNPD2ZZZSLXib+5zmx8q/chIZRrCAk80N+zEzFzawAc0gFEMWmmmAiqM5qkjEWmChdU+HKb5GFnyRUUJkuzHGvqMATDiIGMivVXqxwmXTO63aj3ri/qDVv83pL6AidoDNko0vURDeohdqIII6e0Qt6Nd6MD+PT+JqPrhj5ziEqwPj+AfZ5sjg=</latexit>

L
<latexit sha1_base64="pp+9BraOvlGSBjDeZIDMECe3ZmI="></latexit>

K1[e1] ↭ K2[e2] →↑↓ {!}
<latexit sha1_base64="eCqMsGQ7GSNIrAIEYox+eDPLYHU=">AAACQnicbVDLSsNAFJ34rPXV6tJNtAiuSiJSXRbcKLioYB+QhjKZ3rRDJ5kwMxFLyGe41Z/xJ/wFd+LWhZM2gmk9MHA4517umeNFjEplWe/Gyura+sZmaau8vbO7t1+pHnQkjwWBNuGMi56HJTAaQltRxaAXCcCBx6DrTa4zv/sIQlIePqhpBG6ARyH1KcFKS04/wGpMMEvu0kGlZtWtGcxlYuekhnK0BlXjuD/kJA4gVIRhKR3bipSbYKEoYZCW+7GECJMJHoGjaYgDkG4yy5yap1oZmj4X+oXKnKl/NxIcSDkNPD2ZZZSLXib+5zmx8q/chIZRrCAk80N+zEzFzawAc0gFEMWmmmAiqM5qkjEWmChdU+HKb5GFnyRUUJkuzHGvqMATDiIGMivVXqxwmXTO63aj3ri/qDVv83pL6AidoDNko0vURDeohdqIII6e0Qt6Nd6MD+PT+JqPrhj5ziEqwPj+AfZ5sjg=</latexit>

L

31



ClutchEff - probabilistic sampling (Approxis)

32

<latexit sha1_base64="ov+bRz8vZCbjSsMYGQovj/Mzg0w="></latexit>rel-couple
f bijection →n ↑ N. n ↭ f(n) ↓L↔ {!}

randN ↭ randN ↓L↔ {!}

Including the corresponding presampling rules.



ClutchEff - probabilistic sampling (Approxis)

32

<latexit sha1_base64="ov+bRz8vZCbjSsMYGQovj/Mzg0w="></latexit>rel-couple
f bijection →n ↑ N. n ↭ f(n) ↓L↔ {!}

randN ↭ randN ↓L↔ {!}

<latexit sha1_base64="gMc7Pw4KKTj+ds+Q0DyIwEFCETI="></latexit>rel-couple-avoid
f bijection !( size(X)

N+1 ) →n ↑ N. n /↓ X ↔ n ↭ f(n) ↗L↘ {!}
randN ↭ randN ↗L↘ {!}

Including the corresponding presampling rules.



Battle plan 

1. Define RandMLEf, an OCaml-like language with effect and handlers, and a 
probabilistic uniform sampling construct. 

2. Develop a probabilistic relational separation logic for reasoning about 
RandMLEff programs. 

To reason about “unknown” code: 

3. Equip RandMLEff with a type-and-effect system. 

4. Define a logical-relations model of the RandMLEff type systems and show the 
fundamental theorem of logical relations.

33



The Affect type-and-effect system

We equip RandMLEff with the Affect type system [van Rooij & Krebbers, POPL’25]

34

<latexit sha1_base64="+ytlQNkj1VSO0ahjZet8UvAFmeM="></latexit>

m → Mode ::= ω | os | ms

ε → Type ::= ϑ | ↑ | ↓ | 1 | B | N | Z | ε ↔ ε | ε + ε |
ε

ω↗↭ ε | ↘ϑ. ε | ↘ϖ. ε | ↘ω. ε | ≃ϑ. ε | µϑ. ε | ref ε | !m ε

ϱ → Signature ::= op : ↘ϑ. ε ⇐ ε | ¡m ϱ

ς → Row ::= ϖ | ⇒⇑ | ϱ · ς | ς1 · ς2 | ¡m ς
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affine function types, annotated with a row
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The Affect type-and-effect system

We equip RandMLEff with the Affect type system [van Rooij & Krebbers, POPL’25]

34

<latexit sha1_base64="+ytlQNkj1VSO0ahjZet8UvAFmeM="></latexit>

m → Mode ::= ω | os | ms

ε → Type ::= ϑ | ↑ | ↓ | 1 | B | N | Z | ε ↔ ε | ε + ε |
ε

ω↗↭ ε | ↘ϑ. ε | ↘ϖ. ε | ↘ω. ε | ≃ϑ. ε | µϑ. ε | ref ε | !m ε

ϱ → Signature ::= op : ↘ϑ. ε ⇐ ε | ¡m ϱ

ς → Row ::= ϖ | ⇒⇑ | ϱ · ς | ς1 · ς2 | ¡m ς

affine function types, annotated with a row

type, row, and mode polymorphismeffect signature 

“lists of effect signatures”

“flip-bang” operator



A binary logical-relations model of Affect
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A binary logical-relations model of Affect

1. Define a binary interpretation       using ClutchEff.

35

<latexit sha1_base64="XENEfeVObCODbxeW2jBrwIb7+qg=">AAACU3icbZBNSwMxEIaza9VarbZ600u0CJ7Krkj1WNCDxwr2A7qlZNNpG8x+kMyKZSn4a7zqn/Hgb/Fi2q5gWwcCb96ZyWQeP5ZCo+N8WfZGbnNrO79T2N0r7h+UyoctHSWKQ5NHMlIdn2mQIoQmCpTQiRWwwJfQ9p9uZ/n2MygtovARJzH0AjYKxVBwhsbql449KX3F+BMg9ZAl1FMqu/dLFafqzIOuCzcTFZJFo1+2Tr1BxJMAQuSSad11nRh7KVMouIRpwUs0xOZtNoKukSELQPfS+RJTem6cAR1GypwQ6dz925GyQOtJ4JvKgOFYr+Zm5n+5boLDm14qwjhBCPli0DCRFCM6I0IHQgFHOTGCcSXMXykfM8MADbelKb9klzZJhRJ6ulIX+csOvLAglqCnBqq7inBdtC6rbq1ae7iq1O8yvHlyQs7IBXHJNamTe9IgTcLJK3kj7+TD+rS+bdvOLUptK+s5IkthF38ABKG1lQ==</latexit>

!ω"



A binary logical-relations model of Affect

1. Define a binary interpretation       using ClutchEff.

2. Define a logical refinement judgment for open terms by quantifying over 
closing substitutions as usual.

35

<latexit sha1_base64="XENEfeVObCODbxeW2jBrwIb7+qg=">AAACU3icbZBNSwMxEIaza9VarbZ600u0CJ7Krkj1WNCDxwr2A7qlZNNpG8x+kMyKZSn4a7zqn/Hgb/Fi2q5gWwcCb96ZyWQeP5ZCo+N8WfZGbnNrO79T2N0r7h+UyoctHSWKQ5NHMlIdn2mQIoQmCpTQiRWwwJfQ9p9uZ/n2MygtovARJzH0AjYKxVBwhsbql449KX3F+BMg9ZAl1FMqu/dLFafqzIOuCzcTFZJFo1+2Tr1BxJMAQuSSad11nRh7KVMouIRpwUs0xOZtNoKukSELQPfS+RJTem6cAR1GypwQ6dz925GyQOtJ4JvKgOFYr+Zm5n+5boLDm14qwjhBCPli0DCRFCM6I0IHQgFHOTGCcSXMXykfM8MADbelKb9klzZJhRJ6ulIX+csOvLAglqCnBqq7inBdtC6rbq1ae7iq1O8yvHlyQs7IBXHJNamTe9IgTcLJK3kj7+TD+rS+bdvOLUptK+s5IkthF38ABKG1lQ==</latexit>

!ω"



A binary logical-relations model of Affect

1. Define a binary interpretation       using ClutchEff.

2. Define a logical refinement judgment for open terms by quantifying over 
closing substitutions as usual.

3. Show that all the typing rules are compatible with logical refinement.

35

<latexit sha1_base64="XENEfeVObCODbxeW2jBrwIb7+qg=">AAACU3icbZBNSwMxEIaza9VarbZ600u0CJ7Krkj1WNCDxwr2A7qlZNNpG8x+kMyKZSn4a7zqn/Hgb/Fi2q5gWwcCb96ZyWQeP5ZCo+N8WfZGbnNrO79T2N0r7h+UyoctHSWKQ5NHMlIdn2mQIoQmCpTQiRWwwJfQ9p9uZ/n2MygtovARJzH0AjYKxVBwhsbql449KX3F+BMg9ZAl1FMqu/dLFafqzIOuCzcTFZJFo1+2Tr1BxJMAQuSSad11nRh7KVMouIRpwUs0xOZtNoKukSELQPfS+RJTem6cAR1GypwQ6dz925GyQOtJ4JvKgOFYr+Zm5n+5boLDm14qwjhBCPli0DCRFCM6I0IHQgFHOTGCcSXMXykfM8MADbelKb9klzZJhRJ6ulIX+csOvLAglqCnBqq7inBdtC6rbq1ae7iq1O8yvHlyQs7IBXHJNamTe9IgTcLJK3kj7+TD+rS+bdvOLUptK+s5IkthF38ABKG1lQ==</latexit>

!ω"



A binary logical-relations model of Affect

1. Define a binary interpretation       using ClutchEff.

2. Define a logical refinement judgment for open terms by quantifying over 
closing substitutions as usual.

3. Show that all the typing rules are compatible with logical refinement.

4. Show the fundamental theorem: intuitively, if    then 
<latexit sha1_base64="BGV8vtHebD5SNinVuewyyuQFu+M=">AAACT3icbVBNS8NAFNzUr9bPquDFy2oRPJVEpIqngoIeK1gVmlBeNq92cTcJuxuxxP4Zr/pnPPpLvInbGsFWBxaGmVneexOmgmvjuu9OaWZ2bn6hXFlcWl5ZXauub1zrJFMM2ywRiboNQaPgMbYNNwJvU4UgQ4E34f3pyL95QKV5El+ZQYqBhLuY9zgDY6Vudcs/BymB+g8R6D5FekJ9A1m3WnPr7hj0L/EKUiMFWt11Z8ePEpZJjA0ToHXHc1MT5KAMZwKHi36mMQV2D3fYsTQGiTrIxwcM6Z5VItpLlH2xoWP1948cpNYDGdqkBNPX095I/M/rZKZ3HOQ8TjODMfse1MsENQkdtUEjrpAZMbAEmOJ2V8r6oIAZ29nElJ9WJy7JueJ6OJVLwkkFH0GmAvXQlupNV/iXXB/UvUa9cXlYa54V9ZbJNtkl+8QjR6RJLkiLtAkjT+SZvJBX5835cD5LRbTkFGSTTKBU+QKeqbPQ</latexit>

! → e : ω

35

<latexit sha1_base64="XENEfeVObCODbxeW2jBrwIb7+qg=">AAACU3icbZBNSwMxEIaza9VarbZ600u0CJ7Krkj1WNCDxwr2A7qlZNNpG8x+kMyKZSn4a7zqn/Hgb/Fi2q5gWwcCb96ZyWQeP5ZCo+N8WfZGbnNrO79T2N0r7h+UyoctHSWKQ5NHMlIdn2mQIoQmCpTQiRWwwJfQ9p9uZ/n2MygtovARJzH0AjYKxVBwhsbql449KX3F+BMg9ZAl1FMqu/dLFafqzIOuCzcTFZJFo1+2Tr1BxJMAQuSSad11nRh7KVMouIRpwUs0xOZtNoKukSELQPfS+RJTem6cAR1GypwQ6dz925GyQOtJ4JvKgOFYr+Zm5n+5boLDm14qwjhBCPli0DCRFCM6I0IHQgFHOTGCcSXMXykfM8MADbelKb9klzZJhRJ6ulIX+csOvLAglqCnBqq7inBdtC6rbq1ae7iq1O8yvHlyQs7IBXHJNamTe9IgTcLJK3kj7+TD+rS+bdvOLUptK+s5IkthF38ABKG1lQ==</latexit>

!ω"

<latexit sha1_base64="I2X6WxHE+6ifbBFZsd0sBAtp88I="></latexit>

! ↭ e ↫ e : ω



Recap

• Effect handlers allow us to model UC-style functionalities programmatically. 

• We turn protocol security into approximate equivalence of programs. 

• We develop a probabilistic relational separation logic to reason about known 
code; we use a logical relation to reason about unknown code. 

• Security is compositional: we also show how we can combine the DHKE with a 
secure channel, where the proof only relies on the ideal KE functionality.
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1-out-of-2 oblivious transfer
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1-out-of-2 oblivious transfer

Alice picks  and receives either  or  chosen by Bob. b m0 m1
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1-out-of-2 oblivious transfer

Alice picks  and receives either  or  chosen by Bob. b m0 m1

Alice will only learn  and Bob will never learn  
    — even when Alice or Bob are corrupted and act maliciously! 

mb b
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1-out-of-2 oblivious transfer

Alice picks  and receives either  or  chosen by Bob. b m0 m1

Alice will only learn  and Bob will never learn  
    — even when Alice or Bob are corrupted and act maliciously! 

mb b

We implement and verify the PVW OT protocol and show
<latexit sha1_base64="4fCOq0xNfTmZz6LpGZcod5S+A3I="></latexit>

Adv(Z,ROT, IOT) →
3

|G| .

37



1-out-of-2 oblivious transfer

38

<latexit sha1_base64="qPcc9Ml865WEksCSbcVt6D/NR0M="></latexit>

Z

SOT

FOT

getCRS

receiver(b)

send recv

send recv

sender(m0,m1)

<latexit sha1_base64="/6hKPSmJv0ReTtehT4nak//JRjQ="></latexit>

Z

FCRS

ωOT

send recv

getCRS

getCRS

sender(m0,m1)



Future work

• Reasoning about running time (PPT) is currently out-of-scope. 
— however, this is also the case for proofs in, e.g., EasyCrypt. 

• Composition happens at the meta level; can we internalize computational 
hardness assumptions? May require a complete and transitive LR… 

• Larger and more substantial case studies, in particular a “closed” protocol.
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